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Top Attackers 

147.236.238.22, Israel

82.166.42.184, Israel

91.227.165.5, Israel

217.194.205.75, Israel

192.114.105.254, Israel

37.142.123.2, Israel

87.69.146.178, Israel

85.64.47.62, Israel

113.240.250.154, China

81.218.186.225, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

113.240.250.154 China 147.237.0.121 ET SCAN NMAP -sS window 1024 1

147.236.238.22 Israel 147.237.0.121 SERVER-APACHE Apache mod_ssl non-SSL connection to SSL port denial of service attempt 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

149.88.29.61 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 171

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 164

80.246.137.212 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

198.208.27.69 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

73.239.192.245 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

24.97.203.180 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

185.32.179.239 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

85.130.175.23 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

17.78.86.134 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

46.117.108.173 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 10

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

149.88.201.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

66.102.6.90 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 6

80.74.103.139 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

85.130.175.23 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

80.74.103.139 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

195.160.240.11 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

195.160.240.11 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.154.25.138 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

82.166.42.184 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtNewPass1 in
www.miluim-ishi.aka.idf.il/personalsettings

Block 3

192.114.105.254 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 2

91.227.165.5 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

217.194.205.75 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 2

37.142.123.2 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

87.69.146.178 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

81.218.186.225 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

147.236.238.22 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

85.64.47.62 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

147.236.238.22 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1
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