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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
212.25.121.195 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 12
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Name

199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 249
194. 180. 84. 134 |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
212.179. 50. 200 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 121
46. 16. 142. 100 |Cyprus 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
199. 207. 253. 101 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 53
17.78.98. 124 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 51
194. 9. 252. 237 LKJ?Ir:;éjom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 45
95. 45. 254, 122 Irel and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
149. 88. 154. 58 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
132. 69. 240. 2 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 18
212.179.21.194 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 16
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
2 55.165. 38 — 147 237.0. 121 Sreanhng Eljgi ne TP Invalid Inval id segnent retransnission. Packet drop 9
Ret ransni ssi on dr opped.

46.121.51. 96 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 8
79.177.51.238  |Israel 147.237.0.121| |Bad TCP sequence i{g:/:m retransmt wth different wndow | ;. 4
2.55. 165. 38 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
94.188. 248. 74 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
37.26.149. 144  |lIsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
2.55. 16. 60 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
94. 230. 86. 208 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
2.55.16. 60 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
192.118. 27. 253 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
84.109. 154. 121 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.135. 98 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
2.55.165. 38 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
91.231.192. 149 |lsrael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker Devi ce

Target Address St%Sgnature

‘Oount

Geo Action
Ostributed Parameter Type Mol ati on on v ml ui mishi.aka idf.il/general petition paraneter
216.72.32.98 I srael 147.237.0.121 ct | 00$Cont ent A acetbl der 1$t xt Per ut Bakasha Bl ock 2
192. 198. 151. 45 |Eur ope 147 237.0. 121 Parmt er Type_ Mol _at| on ct | 00$Cont e_nt_Pl acetbl der 1$t xt Per ut Bakasha i n B ock 1
viwn il ui mi shi . aka. i df.il/general petition
46.19. 85. 77 st ael 147. 237 0. 121 Paraneter Type M ol ation ctl 00_Cont ent Pl acetbl der 1_f uAddl DCar dDocsé&F | esToSend i n 8 ock 1

viwy ma | ui mi shi.aka.idf.il/login
D stributed Whaut hori zed URL Access on
195.110.40.7  |Israel 147.237. 0. 221\ oy it i i shi . aka, i o i |/ 1t t ps: /waw ni| i i shi . aka. i of i1/ Bl ock !

Ostributed Parameter Type Mol ati on on v ml ui mishi.aka idf.il/general petition paraneter

79.178.105.46 |l srael 147.237.0.121 ct 1 00$Cont ent A acetbl der 1$t xt Per ut Bakasha Bl ock !

87.69.146. 178 |1 srael 147 237.0. 121 Par an_et er Type_z Mol gtl on ctl OO_COnt. ent Pl acetbl der 1_f uAddSt udyPer mit Docs&H | esToSend i n B ock 1
waw il ui mi shi . aka. i df.il/upl oadregi ster. axd

46.19. 85. 77 st ael 147. 237 0. 121 Paraneter Type M ol ation ctl 00_Cont ent A acetHbl der 1_f uAddAddr essAppendi xI DDocs&H | esToSend B ock 1

in ww nluimishi.aka. idf.il/login
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