04-18-2016-11:06:06 to 04-18-2016-12:06:06

1"NPT SwNn

<
v Focused IP Under
Attack Daily Report

www.gov.il

[Top Targets |

19+
18-
174
164
154
144
13-
12+
114
104

Number 97
G A
Attacks
5_

4

3

2-

1_

Top Tar get

[Top Attackers |

W 62. 90. 35. 105, |srael
132. 69. 195. 226, |srael

| 79.179.26.88, |srael
194. 90. 25. 122, |srael

Nunber
a W 46.116. 2. 236, |srael
Atacks B 2.53.132. 240, |srael

[ 212.179. 146. 134, |srael
B 62.219. 233. 139, |srael
192. 198. 151. 45, Europe

Top Attackers



04-18-2016-11:06:06 to 04-18-2016-12:06:06

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-18-2016-11:06:06 to 04-18-2016-12:06:06

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-18-2016-11:06:06 to 04-18-2016-12:06:06

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-18-2016-11:06:06 to 04-18-2016-12:06:06

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo |Target Address |S t% Narme Sgnature Action ‘Count
194. 9. 252. 237 LKJ?Ir:;gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 655
202. 69. 240. 169 |Hong Kong 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 549
17.78. 98. 88 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 457
46.16.142. 100 |Cyprus 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 452
199. 207. 253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 445
167. 220. 196. 148 zlnt:gom 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 413
199. 207. 253. 101 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 229
167. 220. 196. 143 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
130.119.13.66 |lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 152
17.78.86.134 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 147
67.81.7.143 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
74.91. 23. 166 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 69
108.171. 128. 188 LKJ?Ir:;gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 57
149. 88. 5. 66 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
167. 220. 196. 65 Eiqlr:gegom 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 49
77.126. 90. 192 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop a5
Ret r ansni ssi on dr opped.
159. 245. 20. 130 [Net her| ands 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
167. 220. 196. 161 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
194.90. 119. 123 |l srael 147.237.0. 121 SYN Attack SYN -> SYN- ACK - > RST rej ect 41
13.21.125.9 LKTI;;gom 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocation i nbound enf or cenent drop 38
62.219. 62. 171 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 25
165. 225. 72. 66 |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19
192. 115. 177. 202|l srael 147.237.0. 121 SYN Attack SYN -> SYN- ACK -> RST rej ect 16
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 14
66. 102. 9. 39 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
2.53.155. 173 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
217. 68. 8. 59 CGer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
212.25.107. 145 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 31 | srael 147.237.0. 121 SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 4
80.179.114.11 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 3
5. 102. 254. 254 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 2
147.235. 185. 74 |l srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 2
5.22.135.129 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 2
212.25.107. 145 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 2
147.235. 185. 74 |l srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 1
46. 19. 86. 62 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
188. 120. 154. 181|l srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
84. 109. 36. 183 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
212.179.21.194 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
37.46.41. 165 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
199.203.215.1 |lIsrael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 1
46. 19. 86. 62 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.253.26 |lsrael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 1
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
2.53.191. 47 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
80.179.114.11 |lIsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
213.57.253.26 |lsrael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
149. 88. 160. 225 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
84. 109. 36. 183 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 1
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62. 90. 35. 105 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod Bl ock 8

79179, 26. 88 lsrael 147 237.0. 121 Paranpt er Typg Mol e_ltl on ct1 00$Cont ent Pl acetbl der 1$t xt N muk in B ock 2
wwv il ui mi shi . aka.idf.il/val t anmequest

194. 90. 25. 122 | srael 147.237.0. 121 Lhknown Paraneter returnurl in vww nilui mishi.aka.idf.il/login Bl ock 2

2.53.132. 240 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in ww mluimishi.aka. idf.il/login B ock 1
Unknown Par anet er

46. 116. 2. 236 | srael 147.237.0.121 ct 1 00_Cont ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per m t Docs&Fi | esToSend i n Bl ock 1
vwwv il ui mi shi.aka.idf.il/login

132. 69. 195. 226 |l srael 147.237.0.121 Mil tiple Untraceabl e SS. Sessi ons from 132. 69. 195. 226 (Cpen Mbde) None 1

212.179. 146. 134I srael 147.237.0.121| [P ameter Type Molation ctl00$Cont ent A acetbl der 13t xt Fer ut Bakasha in B ock 1
vy il ui mi shi . aka. i df.il/general petition

132. 69. 195. 226 |l srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1

62.219. 233. 139 |israel 147. 237.0. 121 U1knc_>vxn. Pa_r aqet er f:tl QO_Can ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login

192.198. 151. 45 |Europe 147. 237. 0. 121 Pc\ran_et er T_ype_ Mol a_tl on ctl 00$Cbnt_ent A acehbl der 1$t xt Per ut Bakasha i n 8 ock 1
wwv mi | ui mi shi . aka.idf.il/changeunit
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