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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |CP | ocati on. Locat i on | Count
212.25.121.195 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL.- | srael 3
184. 105. 139. 106 Lhited Sates 147.237.0. 121 Block Np All Net drop Net V- London 1
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|Top Attackers In ID|
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|Top Attackers In FW |

Attacker Address |Attacker Geo Devi ce

Sgnature Action

Target Address |S t% Nanme

‘Count

62. 180. 25. 66 CGer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 450
176.13. 17. 208 | srael 147. 237 0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 333
Ret r ansni ssi on dr opped.

167. 220. 196. 148 Eiqlr:gegom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 315
194. 9. 252. 237 zlnt:gom 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 284
149. 88. 189. 69 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 218
149.88.74.199 |lIsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 145
74.91. 23. 166 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 123
165. 225. 72.84  |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 119
149.88.117. 176 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 117
185. 32. 179. 239 |1 srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Invali d segnent retransnissi on. Packet drop 54
Ret r ansm ssi on dr opped.

167. 220. 196. 184 LKJ?Ir:;gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 40
23.81.90. 154 Lhited Sates 147.237.0. 121 Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 38
17.78. 105. 88 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 23
108.171. 128. 188 E?Ir:;gom 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 22
192.114.23.18 |lsrael 147.237.0. 121 SYN Attack SYN -> SYN ACK -> RST rej ect 20
149. 88. 86. 222 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
81.218.241.25 |lsrael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 13
66. 102. 9. 61 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
31.13.113. 68 Irel and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
188. 120. 154. 69 |l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 5
217.68. 8. 59 Ger many 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 5
5. 102. 254. 72 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 5
84.111.244.133 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 4
62.219.237.221 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
149. 88. 239. 118 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 2
31.168. 133. 168 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence Invali d ACK nunber noni t or 2
2.53.19.181 | srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 1
84.111.244.133 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
46. 19. 86. 47 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK - > Ti neout rej ect 1
79. 176. 28. 17 | srael 147.237.0. 121 Bad TCP sequence ig*-y retransmt with different w ndow noni t or 1
46.117.70.109 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
212.179. 46. 189 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.131. 12 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 47 | srael 147.237.0. 121 Bad TCP sequence ig*-y retransmt with different w ndow noni t or 1
185. 3.144. 122 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
81. 218. 76. 25 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
46.117.70. 109 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
31. 210. 186. 59 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 246 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.150. 125. 82 |lsrael 147.237.0. 121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
31.168. 10. 91 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
222.73.18.162 |China 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 1
37.46. 39. 132 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
79.176. 28. 17 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 246 | srael 147.237.0. 121 SYN Attack SYN -> SYN ACK -> RST rej ect 1
212.179. 46. 189 |lsrael 147.237.0. 121 Bad TCP sequence Invali d ACK nunber aert 1
31.168. 133. 168 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
188. 120. 154. 2 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker ) Devi ce

Attacker Address Geo ‘Target Address S t%s gnature Action ‘Oount

31 210.186.59 |1 srael 147 237.0. 121 Fhramet er T)_/pe_\A ol aI‘I on _ctl 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n B ock 4
wan mi | ui mi shi . aka. i df. i | / shamapchange

91.208. 129. 129 |israel 147.237.0.121| | @meter Type Mool ation ctl 005Cont ent A acetbl der 15t xt A | eshanes in B ock 3
vy i | ui mi shi . aka. i df . i |/ changeuni t
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$ct100 in

2.53.152. 133 | srael 147.237.0. 121 v il ui mishi . aka. i df.il/forn8010 B ock 2

46. 19. 86. 47 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN OLIENT HHLLO None 1

5.144.62.203  |Israel 147.237.0. 121 |Faneter Type Mol ation ctl 008nt ent A acetol der 15t xtTitle in B ock 1
v | ui mi shi. aka.idf.il/general petition

188. 120. 151. 25 |l srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
D stributed Lhaut hori zed URL Access on

87.46.39.182 |lsrael 147.287.0.221) )y it ui i shi . aka i df .|/ htt ps: / vew il ui mi shi . aka. i df.il/ B ock !

212.199. 244. 112|l srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1
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