04-17-2016-19:06:08 to 04-17-2016-20:06:08

1"NPT SwNn

oV

www.gov.il

Focused IP Under
Attack Daily Report

[Top Targets |
5-
4
3-
Nurber
a 24
Attacks
1
0

[Top Attackers |

Nunmber
a
Attacks

Top Tar get

Top Attackers

W 77.125.101. 98, Israel
95. 35. 158. 137, | srael
| 5.102. 195. 239, Israel




04-17-2016-19:06:08 to 04-17-2016-20:06:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-17-2016-19:06:08 to 04-17-2016-20:06:08

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-17-2016-19:06:08 to 04-17-2016-20:06:08

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-17-2016-19:06:08 to 04-17-2016-20:06:08

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo Target Address |S t% Name Sgnature Action ‘Oount
24.234.134. 135 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 21634
84.228. 162. 167 |1srael 147.237. 0. 121 Sreani ng E(]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 189
Ret r ansni ssi on dr opped.
149. 88. 47. 145 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 170
167.220. 196. 182|Uhi ted Ki ngdom [147.237.0.121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 129
217.69. 133. 248 :ZZ::FI on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
79.183. 214. 36 | srael 147.237.0.121 Bad TCP sequence SN retransmt wth different wndow scal e noni t or 26
1. 0. 250. 80 Thai | and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 12
79.176.127. 163 |l srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 11
79.176.127. 163 I srael 147.237.0.121|  |Bad TCP sequence Ssc'a::a( retransmt wth different wndow .., 11
66. 102. 9. 22 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
5.102. 195. 239 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 5
46.120. 5. 15 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
31. 210. 188. 79 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
5.102. 254. 59 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
94. 230. 86. 45 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.252. 107 |Israel 147.237.0.121| |Bad TCP sequence Ssc'ajjem( retransmt with different wndow oo 1
185. 3. 144. 120 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
85. 64. 125. 80 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
95. 35. 158. 137 | srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
79.183. 214. 36 | srael 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e aert 1
2.53.26.1 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 125. 80 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.252. 107 |lsrael 147.237.0. 121 SYN Att ack SYN - > SYN- ACK - > Ti neout alert 1
87.69.176. 77 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.252. 107 |lsrael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
46. 120. 5. 15 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 1
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