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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
46. 19. 86. 94 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
167. 220. 67. 238 Lhited Sates 147.237.0.121 B ock_Udp Al _Nets drop Net V- London 1
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
188. 14. 242. 67 Italy 147.237.0. 121 ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address
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Devi ce
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49. 126. 254. 121 |Nepal 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 198
149. 88. 104. 114 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
149.88.42. 126 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 167
199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
1. 0. 250. 80 Thai | and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
149. 88. 5. 132 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
74.91. 23. 166 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 57
46.19. 86. 94 | srael 147. 237 0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop a5
Ret r ansni ssi on dr opped.

149. 88. 244. 14 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
87.70. 55. 130 | st ael 147. 237 0. 121 Sreanhng &gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

167. 220. 196. 95 LK!i“r:gegom 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 18
46. 19. 85. 88 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
217. 68. 8. 59 CGer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 14
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
66. 102. 6. 87 Lhited Sates |147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 11
54.162.197. 168 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
82.102.169. 113 |lIsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
66.102. 7. 186 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
82.102. 169. 113 |israel 147.237.0.121| [Bad TGP sequence i{g:/:m retransmt wth different wndow oo o 9
149. 88. 151. 61 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 8
188. 120. 148. 210]|l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 8
50.19.151.129 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6
157.55.39.188 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
2.53.156. 193 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
5.22.135. 131 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
213.151. 40. 245 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
46.121.109. 12 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
64.125.239.60 |lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
46.121. 109. 12 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|
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84.108. 158. 30 |l srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Pass in vwwv il ui mi shi. aka.idf.il/l ogin B ock 1
Paraneter Type Mol ati on ctl00$Cont ent A acetbl der 1%t xt Per ut Bakasha in

Target Address St%ﬁgnature

193. 47. 165. 251 |l srael 147.237.0.121 A C o B ock 1
wan i | ui mi shi . aka. i df . i | / shamapchange

46.117.239.0 |israel 147.237.0. 121 Parar@t er Typg \Vioal gtlo_n ct | 00$Cont gnt'Pl acebbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mil ui mi shi.aka.idf.il/general petition

87.69. 134. 249 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Dstributed Paraneter Type Mol ation on vwwv ml uimishi.aka idf.il/general petition paraneter

46.120.143. 242 || sr ael 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !

109. 253. 227. 5 |l srael 147.237.0. 121 SSL Untraceabl e Connection - Qpen Mde None 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
35D284CDE7B8731A3993E35E3C5F91FF50097AE42E208CE2B797FB896688F1E35B9A3EA89DA272
7B5C96047F0647E3ACLBF5121324DDC7 CBO9ECAC85E2EB2CFBCEBC1863988E1970861B1226516
7AC34122ECF2136961F831E9620831E2CACEA229586D98E9EE7818526CC1E982D3D0AD3995A7
82.102. 169. 113 |l srael 147.237.0. 121 D11AC5D94C8861996A6D106FD0, Chbser ved None 1
050CEOAD6 DDCOFAC29E60ABB3FAB358C0F81FB915813760D352BB29E6BBAD4B119B0299BF178
2610868DA8BBE27FEAALIBOCI967905E1E00651C2E12771FD3B3BAFE6723D09E610863FC695368CA
E057A0912FBDCODE64D9AD57FF403E12D8FI9CF6F1842E

DOstributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/general petition paraneter

ct | 00$Cont ent A acetol der 1$t xt Per ut Bakasha

04-17-2016-17:06:06 to 04-17-2016-18:06:06

185. 120. 126.4 |lsrael 147.237.0. 121 B ock 1




