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2.55.184. 10
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|Ste | gnature

| Devi ce Action | P 1 ocati on. Locat i on |count |
| srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 15
212.179. 228. 76 | srael 147.237.0. 121 B ock Wp Al Nets drop BBL- | srael 3
82. 145. 218. 107 Eur ope 147.237.0.121 B ock_Ip V¢b In drop Net V- London 2
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|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |gte |Sgnature | count
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
212.150. 178. 168 | srael 147.237.0. 121 portscan: TGP Distributed Portscan 1




04-17-2016-15:06:00 to 04-17-2016-16:06:00

|Top Attackers In FW |

Attacker Address

Attacker Geo

Sgnature

Devi ce
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192. 115. 133. 45 |i srael 147. 237. 0. 121 Sreani\ng Elgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 5111
Ret r ansni ssi on dr opped.
167.220. 196. 158|Uhi ted Ki ngdom |147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 807
17.78.105.222 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 654
194.9.253.237 |Uhited Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 176
74.91. 23. 166 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
40.68. 115. 214 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 117
2 55.184. 10 — 147.237.0. 121 SIreani\ng El_ﬂgi ne TP Invaid Inval i d segnent retransmssion. Packet drop 99
Ret r ansni ssi on dr opped.
5.170. 14. 201 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 93
192. 146.6. 2 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
52.30.171. 229 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 53
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 50
195. 16. 162. 218 |Ger many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
81.218.241.26 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 41
149. 88. 6. 231 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
52.16.137.212 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
149. 88. 229. 147 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
208.170. 171. 245|lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
149. 88. 185. 153 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
212.235.103. 211 |l srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nunber noni t or 30
23.81.90. 154 Lhited Sates 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 30
149. 88. 21. 223 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
17.78.122.217 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
149. 88. 95. 8 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 24
167.220. 196. 125|hi ted Ki ngdom |147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
66. 102. 6. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 19
66. 102. 9. 22 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
217.69. 133. 251 :ZZ::FI on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 18
193. 43. 245. 250 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 16
193.43.245. 250 |Israel 147.237.0.121| |Bad TGP sequence fz;”(f“ retransmt with different wndow o, oo 16
192.118. 30. 102 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 16
37.46.41. 55 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 10
217. 68. 8. 59 CGer many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
5. 102. 195. 237 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 7
79.177.19. 92 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
79.177.19.92  |israel 147.237.0.121| |Bad TCP sequence 32”? retransmt wth different wndow | oo 5
207.46.13.136 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
185.120. 126. 51 |l srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 4
138. 134.192. 10 |l srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
5.29.116. 35 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 247. 227|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
192.115. 133. 45 |l srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
87.69. 174. 105 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 1
37.142.64.5 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
5.29.193. 19 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.162. 195 |lsrael 147.237.0.121 SYN Att ack SYN -> SYN- ACK -> Ti neout rej ect 1
2.53. 148. 236 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
87.69.174.105 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
37.187.114. 171 |FRance 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
192. 114. 105. 254l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
79.177.162. 195 |israel 147.237.0.121| |Bad TCP sequence f;g”:a( retransmt wth different wndow | oo 1
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Attacker Address Geo ‘Target Address |9 t%s gnature Action ‘Oount

31 168. 103. 115 |1srael 147 237.0. 121 Fhrmtgr Type Vol gll on ct | 00$Cont gnt‘Fl acehbl der 1$t xt Per ut Bakasha i n B ock 2
vy m | ui mi shi.aka.idf.il/general petition

185. 110. 109. 245|l srael 147.237.0.121 Doubl e LR. Encoding - paraneter: ReturnUl in www niluimishi.aka.idf.il/login B ock 1

212.179. 62. 20 | srael 147.237.0. 121 Uhaut hori zed URL Access to waww mil ui mi shi.aka.idf.il/894-he/ml ui maspx B ock 1

5 29 61. 158 st al 147 237.0. 121 Parangat er Typg Mol §1| on ct| 00$Cont ent Pl acetbl der 16t xt N muk in B ock 1
v mil ui mi shi . aka.idf.il/val t ammequest

212.199. 108. 1621 srael 147 237.0. 121 Pararr_et er T_ype_ Vol qt|on_ I\Aister$Cbr_1tentP| aceHbl der 1$t bkt ovet in B ock 1
wwe i |l ui mi shi . aka. i df.il/changeunit
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