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B 176.13.10. 161, Israel
212. 25. 65. 226, |srael
W 81.218.133. 163, |srael
192. 115. 88. 194, |srael

H 82.80.196. 44, Israel

W 192 115.67.2, Israel

W 87.68.7.167, |srael

W 192.116. 212. 169, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
176. 13. 10. 161 | srael 147.237.0.121 Anonal y-SSL-renegotiation-Ai dest - r eset BBL- | srael 10
81.218. 133. 163 | srael 147.237.0. 121 B ock Wp Al Nets drop BBL- | srael 3
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|Top Attackers In IPS|
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
176. 13. 10. 161 | srael 147. 237. 0. 121 Sreani\ng Eﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 585
Ret r ansni ssi on dr opped.
176. 13. 4. 84 I sragl 147.237.0. 121 Srean ng Eljgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
176. 32.233. 73 |Ger many 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 57
66. 102. 6. 90 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
208.184.112. 74 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 33
192. 118. 10. 10 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 29
199. 207.253. 96 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 24
46.137.134.188 |lreland 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 22
52.12.114. 31 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
62.90. 131. 54 | srael 147.237.0.121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 16
199. 203. 172. 109l srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 16
79.178.29. 133 | srael 147.237.0.121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 14
167.220. 196. 89 |Uhited Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
66. 102. 6. 84 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11
50.19.151.129 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
217.69. 133. 248 g;z:;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 10
5.102. 195. 56 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 6
54.162.197. 168 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
217.69. 133. 249 :ZZ::FI on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 5
5.102. 254. 113 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 5
207.46.13.136 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
178. 43.102. 231 |Pol and 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
2.53.41.132 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
185. 32. 179. 35 | srael 147.237.0.121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
185.32.179.35 |lsrael 147.237.0. 121 Bad TCP sequence :’:34-:0( retransmt with different w ndow noni t or 4
212.179.21.194 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 4
194. 90. 225. 101 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
147.235. 185. 74 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.235.98. 139 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
147. 236. 34. 250 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
2.55.142.193 | srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 1
212.235.98. 139 |lsrael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26.148.213 |lIsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.130. 73 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
199.203.215.1 |lIsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Action

Attacker Address Geo Target Address St%S’gnature

212. 25. 65. 226 I srael 147.237.0. 121 D stributed Uaut hori zed HTTP Met hod Bl ock 4

‘Oount

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt N muk in

192.115. 88. 194 |l srael 147.237.0. 121 R S B ock 2
wwv il ui mi shi . aka. i df.il/val tanmequest

87.68. 7. 167 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww il uimishi.aka.idf.il/ B ock 1

192.115. 67. 2 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN CLIENT HALO None 1

82. 80. 196. 44 | srael 147. 237. 0. 121 Paraneter Type M ol ati on ctl 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n B ock 1

viewv m | ui mi shi . aka. i df . i | / changeuni t
D stributed Lhauthorized URL Access on
192.116.212. 169l srael 147.237.0.- 1210 |y il i rmi shi . aka, i o . 1/ Pt t ps: /v i ui i shi . aka, i of i1/ Bl ock !
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