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109. 64. 132. 111, Israel
M 192.115.67.2, Israel
134.147. 203. 115, Cermany
W 2009. 88. 196. 250, | srael
W 84.108.238.212, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |CP | ocati on. Locat i on |count |
31. 168. 225. 146 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 3
134. 147. 203. 115 Ger nany 147.237.0.121 B ock Np Al Net drop Net V- London 2
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure
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|Top Attackers In ID|

Attacker Address |Attacker Geo |Target Address |SteSgnature
192. 115. 67.2 | srael 147.237.0.121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |StdNane |9 gnature | Devi ce Action |Count |
118.172.17.11 Thai | and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 149
46. 19. 86. 24 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
217.156. 241. 234 |United Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
13.21.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 95
194. 9. 252. 237 Uni ted Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
17.78.122. 217 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
149. 88. 229. 147 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
17.78. 105. 88 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
13.17.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
149. 88. 166. 35 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
2.53.27.25 | srael 147.237.0. 121 Bad TCP sequence SYNtAK retransmit with different w ndow scal e noni t or 8
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 8
37.46. 39. 231 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 4
94. 230. 86. 177 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 3
212.179.21.194 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
188. 120. 148. 108 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
37.46. 38. 236 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.131. 74 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
216.243.31. 2 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
84.108. 224. 237 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
141.212.122. 84 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
5.22.135.121 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
84.108. 224. 237 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
2.53.27.25 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.199. 227. 222 |l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 1
141.212.122. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1

5. 102. 242. 98 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.199. 227. 222 |l srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

‘ Target Address

St%Sgnature

Devi ce

Ceo

Action
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109. 64. 132. 111 |l srael 147.237.0. 121 Paraneter Type M ol ation ct| 00$Cont ent Pl acetbl der 1$t xt Pass i n vy mal ui mi shi . aka.idf.il/login |B ock 2
192. 115. 67. 2 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_OCONN APPLI CATI ON DATA EXCHANGE) None 1
84.108. 238. 212 |1 srael 147 237.0. 121 LhanV\n_ Pa_r arTet er _ct | QO_Cbn_t ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n 8 ock 1
vy il ui mi shi.aka. i df.il/login
DOstributed Paraneter Type Mol ation on v il ui mishi.aka.idf.il/login paraneter
209. 88. 196. 250 (I srael 147.237.0.121 ct] 00$Cont ent A acetbl der 18t xt Pass B ock 1
109, 64. 132. 111 | srael 147 2370 121 Pa!an_et er 'I_'ypg M ol z_atl on ct | 00$Cont ent_PI acetbl der 1$ct | 00$t xt O dPass in B ock 1
v il | ui mi shi . aka. i df . il/personal settings
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