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Top Attackers 

149.78.145.12, Israel

81.218.105.2, Israel

185.81.157.165, France

Top Attackers

Number
Of

Attacks

0

3

1

2

14
9.
78
.1
45
.1
2,
 I
sr
ae
l

81
.2
18
.1
05
.2
, 
Is
ra
el

18
5.
81
.1
57
.1
65
, 
Fr
an
ce

 04-17-2016-08:06:04 to 04-17-2016-09:06:04 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

185.81.157.165 France 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

17.78.81.218 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2713

167.220.196.148 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1603

149.88.138.66 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 213

2.53.18.8 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

1.46.207.195 Thailand 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 178

155.56.68.215 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 163

165.225.72.59 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 99

160.62.4.100 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 94

89.202.105.211 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

80.79.86.129 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 36

192.114.23.208 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 27

84.108.218.185 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 25

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

80.179.122.184 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 10

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 7

217.68.8.59 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

5.102.254.0 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

212.199.156.81 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

149.78.149.33 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 4

149.78.149.33 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

5.22.135.127 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

79.176.88.30 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 3

79.176.88.30 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 3

5.102.195.216 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

212.150.126.190 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 2

212.150.126.190 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

132.74.10.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

31.154.49.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

212.199.156.81 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

132.74.10.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.154.49.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

80.179.122.184 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.26.146.131 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.135.123 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

94.188.248.74 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.19.86.155 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

149.78.145.12 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
970F5841443813F5B10F2F50BDD36DB3FC50C82D0AF27725BB67DD93C8AF3CEC5752863C5D409
7EB1EEB24EDF93C189F272DF4BD2A854394EFB7558FE2D2D1D88C960FDE61BC0183D961A9AC41
C72A68BCD8A4F8BF85963DC90AD278C0B2C03828D2B48EC1C19C706E2611225ABC74758F1395
073C8E7BFA86664B6098F13D52, Observed
B7CE7EDD215A9D82BF55F2AD597C53999A663A8C970B4B0FE5FA01F0A90296912EAFA212681DF
C8BD094DB6579242F9C8BCC5BA6BB2CF4914B9410CEA5ADB1F73F84C241AED501A63A495E6AD
3CA90F4DEB45C7E496B40A5493103254522CA2C0A7632

None 3

81.218.105.2 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

81.218.105.2 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddBoardExamsPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1
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