04-15-2016-23:06:03 to 04-16-2016-00:06:03

@
1"NPT SwNn

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

1-
Nunmber
a
Attacks

W 104.148.71.133, Uhited Sates
109. 186. 27. 127, |srael

Top Tar get
[Top Attackers |
14
Nunmber
a
Attacks
0 o
Q
¥
&
A
Ny
q//\.
&
o
>

Top Attackers




04-15-2016-23:06:03 to 04-16-2016-00:06:03

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | CP 1 ocati on. Locat i on | count
104. 148. 71. 133 Lhited Sates 147.237.0. 121 JLMPurple Gon Linit Htp dr op Net V- London 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-15-2016-23:06:03 to 04-16-2016-00:06:03

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |9tdNane |9 gnature | Devi ce Action |Count |
217.69.133.250 |Russian Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 10
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 10
217.69. 133. 21 Russi an Federation |[147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
2.53.168. 48 | srael 147.237.0.121 SYN Attack SYN -> SYN ACK -> RST rej ect 4
149. 88. 66. 96 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
79.179. 163. 152 |Israel 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
213.57. 39. 217 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.216.124 |Israel 147.237.0.121 SYN At tack SYN -> SYN-ACK - > Ti neout alert 1
23.27.127.203 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
79.177.216. 124 |l srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
79.177.216.124 |l srael 147.237.0.121 Bad TCP sequence SYNFACK retransnmit with different w ndow scal e noni t or 1
213.57. 39. 217 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1




04-15-2016-23:06:03 to 04-16-2016-00:06:03

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |StdSgnature | Devi ce Action|Count |
109. 186. 27. 127 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/https: /v il uimishi.aka.idf.il/ |B ock 1
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