04-14-2016-13:06:04 to 04-14-2016-14:06:04

<
v Focused IP Under
www.gov.il Attack Daily Report

1"NPT SwNn

|Top Targets |

Number 4
a
Attacks 3

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

W 5.102. 195. 239, |srael
31. 154. 162. 160, |srael
M 5.102.254. 36, |srael
213.8.116. 238, |srael
W 192.198. 151. 45, Europe
W 81.218.171. 27, |srael

Top Attackers




04-14-2016-13:06:04 to 04-14-2016-14:06:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-14-2016-13:06:04 to 04-14-2016-14:06:04

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-14-2016-13:06:04 to 04-14-2016-14:06:04

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
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199. 207.253. 96 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 745
149. 88. 79. 36 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 152
176.13.18. 195 |1 srael 147.237.0. 121 SIrearmng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
27.55.193. 56 Thai | and 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
81.145.196.34 |Wnited Kingdom [147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
66. 102. 6. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
149. 88.142.32 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
46. 19. 86. 54 I sragl 147.237.0. 121 Srean ng Eljgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.
217.69. 133. 248 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 17
77.127. 24. 66 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 17
66. 102. 6. 84 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
85.115.52.201 |Wnited Kingdom [147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
176.13. 4. 141 | srael 147. 237. 0. 121 Srearmng Eljgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
217.69.133.21 g{sj:;;nl on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-| ocation i nbound enf or cenent drop 9
5. 102. 195. 239 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 7
5.102. 242. 31 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 5
91.197.61.250 | srael 147.237.0.121| |Bad TGP sequence SScIaIJ::CK retransmt wth different wndow o, 0o 4
188. 120. 148. 111 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
5.102. 195.5 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
149. 88. 55. 247 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 4
31.154.162. 160 |Israel 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 4
37. 46. 39. 62 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 3
5. 102. 254. 36 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 3
199. 203. 215. 1 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 3
199. 203. 215. 1 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
159. 203. 166. 15 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 2
31.210.186. 133 |Israel 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
31.154. 162. 160 |Israel 147.237.0.121| |Bad TGP sequence fgﬁ“ retransmt with different wndow o, oo 1
123. 49. 44. 28 Bangl adesh 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
31.168.217.18 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
193. 43. 245. 250 |l srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
31.168. 217. 18 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.179.21.194 |lsrael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
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Ceo
Ostributed Paraneter Type Mol ation on wan ml ui mishi.aka.idf.il/shamapchange paranet er
5.102.195. 239 |l srael 147.237.0.121 ct 1 00$Cont ent P acetbl der 1$t xt Per ut Bakasha Bl ock 2
31.154. 162. 160 |l srael 147.237.0. 121 SSL Untraceabl e Connection - (pen Mde None 1
5 102. 195. 239 |Israel 147. 237. 0. 121 Parant_et er T)'/pe.\A ol at_| on 'ctI 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wane i | ui mi shi . aka. i df . i | / shamapchange
Ostributed Paraneter Type Mol ation on wav ml ui mishi.aka.idf.il/shamapchange paranet er
81.218.171. 27 |Israel 147.237.0.121 ct | 00$Cont ent P acetbl der 1$t xt Per ut Bakasha Bl ock !
5 102, 254. 36 st ael 147. 237 0. 121 Par anet er Type \/1 ol at ion 'ctI OO'_th ent P acetbl der 1_f uAddAddr essAppendi x| DDocs&H | esToSend 8 ock 1
in ww mluimishi.aka. idf.il/login
213.8.116. 238 |Israel 147.237.0. 121 Lhaut hori zed URL Access to ww mil ui mishi.aka.idf.il/rul es. abe ock 1
31.154. 162. 160 |l srael 147.237.0. 121 Mil ti pl e Untraceabl e SSL Sessi ons from 31. 154. 162. 160 (Cpen Mde) None 1
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