04-14-2016-10:06:06 to 04-14-2016-11:06:06

1"NPT SwNn

oV

www.gov.il

Focused IP Under
Attack Daily Report

|Top Target s |
6-
5+
4-
34
Nunber
a
Attacks o
1+
0

[Top Attackers |

Nunmber
a
Attacks

Top Tar get

Top Attackers

W 213.8.59.76, |srael
87.70.58.30, Israel

M 194.90. 225. 101, Israel
192. 116. 60. 166, | srael

W 192. 115. 190. 190, | srael

W 192 54.204. 35, |srael




04-14-2016-10:06:06 to 04-14-2016-11:06:06

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-14-2016-10:06:06 to 04-14-2016-11:06:06

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-14-2016-10:06:06 to 04-14-2016-11:06:06

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-14-2016-10:06:06 to 04-14-2016-11:06:06

|Top Attackers In FW |

Attacker Address |Attacker Geo Devi ce

Sgnature Action
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17.78.122.91 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 594
199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 177
185. 32. 179. 166 |1 srael 147 237.0. 121 Srearmng Eljgl ne TP Invalid Inval id segnent retransnission. Packet drop 108
Ret ransni ssi on dr opped.
74.125.122.49 |Europe 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 96
108. 171. 128. 166 LKJ?Ir:;éjom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 86
141.143. 212. 227|Bel gi um 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 75
149. 88. 142. 32 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 66
108.171. 133. 166|lLhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
194.177.16. 3 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 46
109. 253. 208. 20 |israel 147. 237 0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

17.78.122.217 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 31
149. 88.89. 188 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 25
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
66. 102. 9. 50 Lhited Sates |147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 7
46. 19. 85. 221 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
46. 19. 85. 221 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
5.22.131. 105 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 5
157. 55. 39. 42 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
46. 19. 85. 221 | srael 147.237.0. 121 Bad TCP sequence ig*-y retransmt with different w ndow noni t or 5
66.102. 9. 107 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3
5.102. 195. 120 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 3
212.179.21.194 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
192.114. 23. 211 |lsrael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
5.102.242.115 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
80.179.193. 221 |israel 147.237.0.121| [Bad TCP sequence Ssca::m retransmt with different window o0 o 1
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192. 54. 204. 35 | srael 147.237.0. 121 Illegal UR. Path Encodi ng vww ml ui mishi.aka. idf.il/% B ock 1

213.8.59. 76 | srael 147. 237 0. 121 %ran_et er Typg Mol _atl on ct| 00$ont gnt_H acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv il ui mishi.aka.idf.il/general petition

192. 115. 190. 190|l srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: (pen Mde None 1

192. 116. 60. 166 |1 srael 147 237. 0. 121 Paramat er Typg Mol §t| on ct 1 00$Cont ent A acetbl der 16t xt Gourse i n B ock 1
wan il ui mi shi . aka. i df.il/val tanmequest

87.70. 58. 30 | srael 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https: /v mluimishi.aka idf.il/ B ock 1
Dstributed Parameter Type Mol ati on on vww ml ui mi shi.aka.idf.il/general petition paraneter

194. 90. 225. 101 |[Israel 147.237.0. 121 ct100$Cont ent Pt acekbl der 13t xt Per ut Bakasha Bl ock 1
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