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Top Attackers 

194.90.25.122, Israel

212.179.21.194, Israel

149.78.62.158, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

80.79.86.129
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 451

165.225.72.59 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 221

2.55.2.231 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

216.177.128.195 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

207.244.77.144 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

149.88.5.66 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 40

132.64.26.65 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 25

89.191.201.45
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

207.244.77.10 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

198.7.62.144 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

147.175.187.143 Slovakia 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

207.244.78.13 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

149.88.140.111 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

195.95.183.254 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

37.46.39.71 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

46.19.86.122 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 2

212.143.138.18 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

132.66.189.39 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.121.93.249 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

37.46.38.214 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.199.16.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

195.95.183.254 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.121.93.249 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.55.34.191 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

185.3.144.58 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

94.188.248.74 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.199.16.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

79.182.20.171 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.102.242.39 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.143.138.18 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

195.95.183.254 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

37.26.149.214 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

194.90.25.122 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 3

212.179.21.194 Israel 147.237.0.121
Unknown Parameter Master$ContentPlaceHolder1$hidFirstName in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

212.179.21.194 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
D9A2A3A8EC4A83592B508ABD5C08B4B4408E25031B4661D57FB7C3B4FE385AD0A69D822F55B
43C18EA10EF0E0BAE3F40C8CAE642AA1744670B829F9923A2C77E6C2058823F7B03A590F9BDAF
9A7D4F8203CBF8987378B32604770719F09DC14780116A8ED5C815F7316D2D75A35C445B2472
9C3321459404BEEA9E25CD692D4F, Observed
98B733D38B77B710F1D4F40F3E2F2A1E489F96A98C7D3B6CF32214F9AD071E627A8D1083759C6
FC10756E5F815DAE5301DD4027FA40E54736A5C1B3B8D406F1D99473918A0B238312A434F28A
EA3DB7AF7FEF84CE3E2CC1DAD383A978029026810B27C

None 1

212.179.21.194 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

149.78.62.158
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1
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