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Top Attackers 

212.179.21.194, Israel

2.53.34.138, Israel

81.218.171.27, Israel

185.127.10.42, Israel

84.109.20.98, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

185.127.10.42 Israel 147.237.0.121 Invalid TCP Flags drop BBL-Israel 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

149.88.153.123 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 430

149.88.165.31 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 390

213.8.204.45 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 83

109.65.247.145 Israel 147.237.0.121 drop SAM rule drop 56

188.152.205.228 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

149.88.77.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

89.191.201.45 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 37

149.88.5.66 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

46.19.86.13 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 17

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

46.19.86.44 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 11

81.218.241.26 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 10

207.46.13.129 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

192.117.9.26 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 9

169.252.4.21 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

149.88.77.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 6

31.154.34.246 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 2

108.170.8.186 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2

46.19.86.53 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

2.53.44.247 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

192.114.23.18 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

79.177.87.38 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.85.110 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.121.15.11 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

2.53.155.20 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

185.3.147.115 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.121.15.11 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

85.64.17.59 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

2.53.34.138 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

212.179.21.194 Israel 147.237.0.121
Unknown Parameter Master$ContentPlaceHolder1$hidFirstName in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

84.109.20.98 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

212.179.21.194 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

212.179.21.194 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

81.218.171.27 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/shamapchange parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1
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