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Top Attackers 

176.13.11.97, Israel

31.154.34.246, Israel

213.57.222.186, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 04-13-2016-13:06:09 to 04-13-2016-14:06:09 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

108.171.129.188 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 217

89.191.201.45
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 208

140.242.217.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 179

2.55.153.241 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

149.88.5.66 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

17.78.122.156 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30

149.88.107.109 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 28

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

217.68.8.59 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

108.170.8.186 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

94.230.86.151 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 9

80.179.114.3 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 7

209.126.117.15 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 6

5.102.242.68 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

212.179.21.194 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.86.53 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 2

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

31.154.34.246 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 2

80.179.114.3 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 2

212.150.128.10 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.121.15.11 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

84.94.189.129 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

212.25.107.145 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

2.55.153.241 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

84.94.189.129 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.25.107.145 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.22.131.121 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

169.229.3.91 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

31.154.34.246 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

176.13.11.97 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

213.57.222.186 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1
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