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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.55.153. 241 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 78
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|Top Attackers In ID|

Attacker Address |Attacker Geo |Target Address |SteSgnature
192. 115. 67.2 | srael 147.237.0.121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
52.3.152. 16 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2160
149. 88. 5. 66 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 313
46. 19. 85. 19 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 65
2 55.153. 241 I sragl 147. 237.0. 121 Srean ng Eljgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 45
Ret r ansn ssi on dr opped.
149.88.77.2 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
167.220. 196. 143|Uni ted Ki ngdom |147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
2 55.176. 122 — 147.237.0. 121 SIrearmng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
149. 88. 49. 247 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
108. 171. 129. 188|Ger many 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
85. 64. 129. 138 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
217.69.133. 191 :32::1”' on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
192.114.23.18 |Israel 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 16
213. 57. 39. 248 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 13
54.243.190.43 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
217.69. 133. 253 gz:;;”i o 147.237.0.121| |Geo-location enf orcement Geo- | ocati on i nbound enf or cerent drop 11
157. 55. 39. 42 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
46. 19. 86. 77 | srael 147.237.0. 121 SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 9
46.19. 85. 21 | srael 147.237.0.121 SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 9
46. 19. 85. 71 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
84.108. 10. 31 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 6
188. 120. 148. 179|l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 5
212.179.5.3 | srael 147.237.0. 121 Bad TCP sequence scal :O( retransmt wth different w ndow noni t or 5
217.132.52.81 |lsrael 147.237.0. 121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 4
84.108. 10. 31 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 3
80.246.139.92 |lIsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.53. 150. 195 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
2.53.20. 26 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.243.31. 2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
132. 68. 62. 4 | srael 147.237.0. 121 Bad TCP sequence I nval id ACK nunber noni t or 1
46. 19. 86. 100 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
2.55.153. 241 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 35 | srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

At acker Devi ce

Target Address St%Sgnature

‘Oount

Geo Action
Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 1$ct100 in
2.55.153.241 |lsrael 147.237.0.121 v il Ui mishi akaidfil/forng010 B ock 2
192. 115.67.2 |lsrael 147.237.0.121 SSL Lhtraceabl e Gnnection - Protocol violation (SS. GONN OLIENT HHLO None 1
2.55.136.241 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
46. 116. 81. 207 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
89.138. 253. 93 |Israel 147.237. 0. 121 Ostributed Parameter Type Mol ation on v ml ui mishi.aka idf.il/general petition paraneter B ock 1

ct | 00$Cont ent Pl acekbl der 1$t xt Per ut Bakasha
D stributed Uhaut hori zed URL Access on
31.168.16. 116 |l srael 147.237.0.- 1211 |y il i rmi shi . aka. i of . 1/ Pt t ps: /v ni | i mi shi . aka, i of i1/ Bl ock !

Mil tiple Uhtraceabl e SS. Sessions from192. 115.67.2 (Protocol viol ation

192.115.67.2 |lsrael 147.237.0.121 (SSL_OONN OLI ENT_FELLO)) None 1
Dstributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/val tanmmequest paraneter

2.53. 155. 50 | srael 147.237.0. 121 ct1 00$Cont ent P aceHol der 18t xt N muk B ock 1

46.19. 86. 95 L srael 147.237. 0. 121 Ostributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/changeunit paraneter B ock 1

ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha
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