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Top Attackers

212.199. 154. 194, |srael
2.55.176.122, |srael
132. 69. 192. 207, |Israel
81.218.171. 27, |srael
87.71.9.54, Israel
31.210. 187. 143, |srael
192. 198. 151. 45, Eur ope
82. 80. 126. 182, | srael
62. 219. 54. 250, | srael
82.166. 94. 90, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.199. 154. 194 | srael 147.237.0. 121 Anonal y- TLS-renegoti ation-d i dest - r eset BBL- | srael 368
2.55.176.122 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-di dest - r eset BBL- | srael 6
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address
192.198. 151. 45

|Ste |Sgnature | count
Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
192. 198. 151. 43 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |StdName | gnature | Devi ce Action |Count |
165. 225. 72. 64 CGer many 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 690
108. 171. 129. 189 |Ger many 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 402
80. 79. 86. 129 United Ki ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
95.142.17. 12 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
167.220. 196. 143 |Uhited Ki ngdom 147.237.0. 121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 144
212.179.1.218 | srael 147.237.0.121 Bad TCP sequence SYNWAXK retransmit with different w ndow scal e noni t or 131
212.179.1.218 | srael 147.237.0.121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 107
17.78.122. 217 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 58
149.88.77.2 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
194.90. 119. 123 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 25
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 21
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 18
107. 107. 56. 52 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
195. 110. 40. 7 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 14
66.102. 7. 186 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
217.69. 133. 248 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
217.69. 133. 253 Russi an Federation |[147.237.0.121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 10
157. 55. 39. 42 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 8
46. 19. 86. 53 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
2.55.46. 79 | srael 147.237.0.121 Bad TCP sequence SYNFAK retransnit with different w ndow scal e noni t or 5
2.55.46.79 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK - > Ti neout rej ect 5
2.55.147. 149 | srael 147.237.0.121 SYN At t ack SYN -> SYN- ACK - > Ti neout rej ect 4
46. 19. 86. 73 | srael 147.237.0. 121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 3
2.55.46.79 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
82. 81. 86. 250 | srael 147.237.0. 121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
94. 230. 86. 75 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
31.154. 8. 210 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
87.69. 113. 180 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber aert 1
212.235. 80. 28 | srael 147.237.0. 121 | P Fagnent s Failed to generate | P packet fromfragnents drop 1
188. 120. 148. 182 |l srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 1
37.142. 68. 92 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
199. 203. 90. 117 | srael 147.237.0.121 Bad TCP sequence SYNFAK retransnit with different w ndow scal e noni t or 1
87.69. 113. 180 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
2.55.183. 219 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
193. 17. 74. 67 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 1
80. 246. 139. 92 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142. 68. 92 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
94. 230. 86. 26 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker Devi ce

‘Oount

‘Target Addr ess S’t%Sgnature

Geo Action

81 218.171. 27 |israel 147 237.0. 121 Paramet er T)_/pe_\A ol aI‘I on _ctl 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n B ock 2
wan mi | ui mi shi . aka. i df . i | / shamapchange
Dstributed Paraneter Type Mol ati on on vww ml ui mishi.aka.idf.il/general petition paraneter

87.71.9.54 | srael 147.237.0. 121 ct100$nt ent Pt acekbl der 13t xt Per ut Bakasha B ock 2

132.69. 192. 207 |1 srael 147. 237. 0. 121 Paraqet er 'I_'ypg Mol gtl on ctl OO_O)nt_ent P acetbl der 1_f uAddTi net abl eDocs&FH | esToSend in B ock 1
wwv m | ui mi shi. aka.idf.il/upl oadregi ster. axd

82.80.126. 182 |l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 1

132. 69. 192. 207 |I srael 147.237.0. 121 |Paneter Type Molation ctl 00SCont ent Pl acetbl der 15 xtN muk in B ock 1
v mil ui mi shi . aka.idf.il/val t anmequest

62. 219. 54. 250 |l srael 147.237.0. 121 Lhaut hori zed URL Access to www il ui mishi.aka. idf.il/https:/ww mluimishi.aka.idf.il/ B ock 1

82.80. 126. 182 |l srael 147.237.0.121 Uhaut hori zed URL Access to waw nil ui mishi.aka.idf.il/newpassword/ B ock 1

31.168.100. 81 |[Israel 147.237.0.121 Paraneter Type M ol ation accept in wwunil uimishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

132. 69. 192. 207 |1 sr el 147. 237.0. 121 Par anet er Typg \/1 ol at ion ptl 00_Cont ept P acetol der 1_f uAddBoar dExansPer mi t Docs&H | esToSend B ock 1
in ww nmluimishi.aka idf.il/uploadregister.axd

81 218.171. 27 |israel 147 237.0. 121 %Janfet er Type Mol ap on ctl OO$Cont_entFl acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv il ui mi shi . aka. i df.il/changeunit
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

82.166. 94.90 | srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
Dstributed Parameter Type Mol ation on waw nil ui mishi.aka. idf.il/val tanmmequest paraneter

31.210. 187. 143 |l srael 147.237.0. 121 ct100$Cont ent P aceHol der 15t xt N muk B ock 1

132. 69. 192. 207 |1 sr el 147. 237.0. 121 Paran_et er 'I_'ypg Mol gtl on ctl OO_Cbnt_entPI acetbl der 1_f uAddSt udyPer ni t Docs&H | esToSend i n B ock 1
v mil ui mi shi . aka.idf.il/upl oadregi ster. axd

31. 210. 187. 143 |1 srael 147. 237. 0. 121 %rar@t er Type_ Mol a_tl on ct | 00$Cont ent A acetbl der 1%t xt Permit H | esNanes i n B ock 1
wv mi | ui mi shi . aka. i df.il/val tanmequest
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