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Top Attackers 

46.210.247.86, Israel

149.78.62.158, United States

5.28.137.213, Israel

91.197.103.1, Israel

213.8.204.38, Israel

80.246.137.206, Israel

213.8.63.169, Israel

80.178.214.20, Israel

212.143.110.33, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

31.154.4.18 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 292

149.88.77.2 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

192.232.81.1 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

89.202.105.211 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 74

188.93.56.121 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

188.93.56.125 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 16

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

31.210.187.53 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 12

188.93.56.129 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.93.56.130 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.93.56.127 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

192.114.23.208 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 9

217.68.8.59 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

5.102.254.87 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

80.179.202.140 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 5

188.120.154.172 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

2.53.181.146 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

212.235.98.139 Israel 147.237.0.121 drop SAM rule drop 4

5.102.195.66 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

84.108.185.36 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

31.168.100.81 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.19.86.185 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

5.102.254.18 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

193.47.165.251 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

84.108.185.36 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.168.100.81 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

192.118.12.102 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

193.47.165.251 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.168.100.81 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

192.118.12.102 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

91.197.61.250 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

46.210.247.86 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 2

212.143.110.33 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter prm Block 1

80.246.137.206 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

213.8.63.169 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 1

5.28.137.213 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

91.197.103.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

213.8.204.38 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 213.8.204.38 (Open Mode) None 1

149.78.62.158
United
States

147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

80.178.214.20 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/login Block 1
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