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Top Attackers 

192.116.232.69, Israel

93.215.26.251, Germany

213.8.204.54, Israel

84.94.121.186, Israel

193.104.77.4, Israel

82.166.202.245, Israel

192.115.90.34, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

93.215.26.251 Germany 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 871

199.116.171.207 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 363

176.13.14.179 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

87.250.253.67
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

149.88.107.109 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

109.65.110.160 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 63

166.171.187.147 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

149.88.34.72 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 44

199.116.171.220 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

194.114.146.227 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 36

66.102.9.44 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 15

204.174.232.9 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 14

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.6.90 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

46.19.86.236 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

149.88.134.94 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

81.218.171.27 Israel 147.237.0.121 drop SAM rule drop 6

87.69.10.171 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 5

149.88.126.94 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

31.210.187.20 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

188.120.154.137 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

87.69.10.171 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

31.210.188.101 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

149.88.134.64 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2

85.65.133.253 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

85.130.138.47 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

192.198.151.44 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.120.218.75 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

5.22.135.105 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

192.198.151.44 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.46.39.168 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.120.218.75 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.210.186.134 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.19.86.178 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

94.230.86.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.116.232.69 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/$$$&?&?$$$ Block 10

82.166.202.245 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

193.104.77.4 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

84.94.121.186 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

213.8.204.54 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
D29E8B7DD3E1ADD982BEE17318E83319CAAF47FCB9EBF374C2072D628348F48B20ED475B45D94
96F9A53D32D859191145B6D44BE6AAE2B7B17AD07EF7F60E1BF8303F0B843AB59B768003BB94F
29A63637F9946E0E4704E90842115475D99E0B675C05B1D5162F6788F746688CCFAB7735802AB
FB892DD57192E1258B0CAB10F, Observed
ACDFBB2C0C81D4A984C033854709788EF1923D28426488F38DC4A7DF1746FC7D2739D5E8D81
4EBFFB3B75CDDD74B780C746E5C5F382DB9DB202E8D6226D036CC9417A87DF36B790D4A7F513
3E51D7CDA88413AEAC28A3EE8160906C2F8A09FFDD63233

None 1

192.115.90.34 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1
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