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Top Attackers 

212.179.21.194, Israel

192.118.132.185, Israel

82.80.217.70, Israel

193.34.57.101, Israel

91.231.193.150, Israel

192.118.132.251, Israel

91.208.129.129, Israel

213.151.32.163, Israel

2.53.156.55, Israel

199.203.173.198, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

192.118.132.185 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

199.116.171.220 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1599

109.65.54.98 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

195.16.162.218 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 125

167.220.196.3 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 103

74.91.23.166 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 69

23.81.90.154 United States 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 61

166.171.187.147 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 51

79.181.29.129 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 25

192.146.6.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

109.65.110.160 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 25

17.78.122.156 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 23

149.88.134.94 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

212.235.98.139 Israel 147.237.0.121 drop SAM rule drop 17

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.6.84 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.61 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

149.88.126.94 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 6

40.77.167.40 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

2.53.146.113 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

212.150.245.250 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

212.179.21.194 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

31.210.186.134 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

81.218.171.27 Israel 147.237.0.121 drop SAM rule drop 2

5.22.135.105 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

5.22.130.97 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

37.46.39.168 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.22.131.56 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.120.52.194 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

169.229.3.91 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

5.22.131.107 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.53.183.89 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

192.198.151.43 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

123.59.55.92 China 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

85.130.175.23 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/firstlogin.co.il Block 3

213.151.32.163 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

192.118.132.251 Israel 147.237.0.121 Suspicious Response Code Block 2

91.208.129.129 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/changeunit parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

193.104.77.4 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

2.53.171.61 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

199.203.153.13 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

91.231.193.150 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

193.34.57.101 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
C08358A20890A6E7B8BE5D018215BB21A3C7E380A067CB0EBB4B4CDC7843F4ED4719E4912B2
9AB824F6366436EE4913A6A88D7B5E4D381C706B011A0121B29B7EEE954FA2C6B68BA7AFD71
51E191E7A75A93A5C083298E35C6E10096819EF25835053744B29E7F55402C4DCEBF1FE6B94D6
4FCC60A1312AFAF545FBFFFC1DEADFF178AB35820A9981A8D4636DD42A3F6E6694805598DA8
38DEEBA3BD8883EA0C

None 1

87.69.10.171 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/valtamrequest parameter
ctl00$ContentPlaceHolder1$txtNimuk

Block 1

199.203.173.198 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

109.65.54.98 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

193.34.57.101 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

149.78.62.158
United
States

147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

2.53.156.55 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1
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