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Top Attackers 

192.114.105.254, Israel

149.50.32.26, Israel

5.29.231.121, Israel

213.8.39.241, Israel

84.111.165.184, Israel

195.250.33.251, Israel

82.81.163.130, Israel

79.180.181.4, Israel

176.13.6.1, Israel

66.249.65.183, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

149.88.156.252 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 362

149.88.179.162 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 192

74.91.23.166 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 144

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

23.81.90.154 United States 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 27

66.102.9.61 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

212.235.98.139 Israel 147.237.0.121 drop SAM rule drop 12

149.88.196.112 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

149.88.126.94 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

216.223.27.31 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 7

212.143.135.92 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 6

84.228.252.138 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

212.143.135.92 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 3

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

81.218.171.27 Israel 147.237.0.121 drop SAM rule drop 2

84.109.69.241 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 2

192.116.239.196 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

82.166.57.226 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 1

185.3.144.75 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.109.69.241 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.108.224.237 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

216.223.27.22 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

185.3.147.153 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.108.224.237 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

64.125.239.95 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

192.116.239.196 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

84.228.252.138 Israel 147.237.0.121 Bad TCP sequence SYN+ACK retransmit with different window scale monitor 1

5.22.135.105 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

 04-12-2016-14:06:08 to 04-12-2016-15:06:08 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

192.114.105.254 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 2

192.114.105.254 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddTimetableDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 2

192.114.105.254 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddBoardExamsPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 2

213.8.39.241 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

149.50.32.26 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 1

79.180.181.4 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

176.13.6.1 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.81.163.130 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

192.114.105.254 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

5.29.231.121 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

195.250.33.251 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
01A2958E7A8057107C53EAC691A1FD5B147AA6A53F37D7E0EF23D549B8411A8643915457205
AF9725786371E33AD1E6359A36AB6C391671EE84F554F28C64E7E5DCDB2DD9CB4472C46E73E9
483B8EEC9DAF8D299E8AEEEA4B3E7DF1577575879111CE508787AC583BAC6DA4CD40C5C3033
21D7FFC8BC803ECDD9E40445E8FF61, Observed
9779A935CA5B35572141EAAC5BE7E8D8A2B55AC1AC749B969B4C608A53847519086C21180C
E2827D5AC6B709C8921283838C64A3117ABBCE41519EC445232432F5E45C304665E8CF50294
AAE51AAC552E5F41AF811E27839BB43E87066F3676D55A2D7

None 1

84.111.165.184 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

66.249.65.183 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/apple-app-site-association Block 1
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