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Attacker Address |Attacker Geo Target Address |S t% Name Sgnature Action ‘Count
46.19. 86. 113 | srael 147. 237. 0. 121 Sreannng Eﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 324

Ret r ansni ssi on dr opped.
149. 88. 93. 128 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 202
192.114.91. 229 |lsrael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 139
108. 171. 129. 167 |CGer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
54.243.190.43 |Whited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
17.78.122.217 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
46. 16. 141. 50 Cypr us 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 32
89. 202. 105. 211 |Cer nany 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
85.115.52. 201 |Uhited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22
17.78.122.156 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
79.177.87. 38 | srael 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 9
217.69.133. 251 RJF Sﬁ::ﬂ on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 9
31. 154. 170, 31 | srael 147. 237. 0. 121 Srearmng &gl ne: TP Invalid Inval id segnent retransnission. Packet drop 9

Ret r ansni ssi on dr opped.
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 9
62.0.72. 44 I sragl 147.237.0. 121 Srean ng Eljgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop

Ret r ansm ssi on dr opped.
217.69. 133. 250 :ZZ::FI on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 6
31.210.186. 137 |Israel 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 6
37.46. 39. 142 | srael 147.237.0. 121 Bad TCP sequence I nval id ACK nunber noni t or 5
81.218.171. 27 | srael 147.237.0.121 drop SAMrul e drop 4
5.22.131. 58 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
79.182.189. 237 |lsrael 147.237.0.121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
79.182.189. 237 |lsrael 147.237.0. 121 Bad TCP sequence :’:34-:0( retransmt with different w ndow noni t or 4
5.22.131. 80 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 85. 246 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
132.71.144. 155 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
62. 90. 35. 105 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
31.210.187. 1 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
132.71.144. 155 |lsrael 147.237.0. 121 Bad TCP sequence I nval id ACK nunber noni t or 1
82.80.33.138 | srael 147.237.0.121| |Bad TCP sequence f;g”:a( retransmt wth different wndow | oo 1
132.69. 196. 6 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
31.168. 100. 81 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.208|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
132. 69. 196. 6 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
80. 246. 139. 157 |lsrael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.223|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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Paraneter Type M ol ation ctl 00_Cont ent Pl acetbl der 1_f uAddBoar dExansPer mi t Docsé&F | esToSend in
vy mi | ui mi shi . aka. i df . i |/ upl oadregi st er. axd

80. 178. 150. 75 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None
Parangeter Type M ol ation ctl00_Cont ent A acetbl der 1_f uAddTi net abl eDocs&FH | esToSend in

132. 69. 192. 207 |l srael 147.237.0.121 B ock 3

132.69.192. 207 |l srael 147.237.0. 121 v i Ui i shi . aka, i oF . 1/ upl oagr eqi ster . axd B ock
132.73. 207. 167 |israel 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wawn nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

2.53.171.61 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2
2.53.152.199 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
195. 160. 242. 40 |l srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
109. 253. 224. 198|l srael 147.237.0.121 Suspi ci ous Response Code B ock 1
80.178.146.96 |lsrael 147.237.0. 121 Mil tipl e Uhtraceabl e SS. Sessi ons from80. 178. 146. 96 ((Qpen Mbde) None 1

Qooki e I'njection on cookie . ASPXAUTH wi th val ue

BE1C13C2802DFC47 CBABDC2B3D3BF71243CD07 1A94E24BE2F3D8A5F5591ACAB4BI5FD7 C5EL
82B89ABAB7 A9AEFAO54ED6018E95555856416A90DEL19636A45D0F4458CDAACA7912CA7 D14
91.231.193. 150 Israel 147.237.0.121| |53 ra6A17E0C05F213D8DIEECI A41BEBG1F6776DBF78C79072AB7 F1A3COF8A0CT94ACsB480s7 |\ |1
A4420058601COCEF24DA363A0AC83C379176114EA7F214E38DCF8FC3ADBDE24AAL921A27B1
AACSFIFF2B7AAEOF061D193

DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx

213.151.48.5 | srael 147.237.0.121 B ock 1
par anet er accept

80.178.146.96 |lsrael 147.237.0. 121 SSL htraceabl e Gonnection - (pen Mde None 1

132.77.92. 181 | srael 147. 237, 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

91.231.193. 150 |Israel 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from91. 231. 193. 150 (si gal gs DoS At ack) None 1

79.177.61. 125 | srael 147.237.0. 121 Lhaut hori zed URL Access to vwwu nitl ui mishi.aka. idf.il/https:/vwwy mluimishi.aka.idf.il/ B ock 1

217 65. 35, 2 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

132, 69. 192. 207 |1 srael 147 237.0. 121 Par arr_et er 'I_'ypg \iol _atl on ctl OO_CDnt_ent P acetbl der 1_f uAddSt udyPer mi t Docs&H | esToSend i n B ock 1
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd

193. 169. 70. 109 | srael 147. 237. 0. 121 Pararr_et er 'I_'ypg Mol §t| on ct | 00$Cont gnt.PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition

93.172. 128. 226 | srael 147 237.0. 121 DO stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

79. 178. 54. 138 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

par anet er accept
82. 166. 202. 245 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in vwwv il uimishi.aka.idf.il/login B ock 1
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