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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |CP | ocati on. Locat i on
184. 105. 139. 106 Lhited Sates 147.237.0. 121 B ock Np Al Net drop Net V- London 1
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
81.218.114.170 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 4
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|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

S‘t%Nama

Sgnature

204.145.74.25 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 236
46. 16. 142. 100  |[Cyprus 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
193. 242. 218. 25 |Satzerland 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 90
81.218.171. 27 | srael 147.237.0.121 drop drop 49
149.88.211.26 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
62.219.99.130 |lsrael 147.237.0.121 Bad TCP sequence Inval i d sequence nuniber noni t or 40
17.78.122.217 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
62. 219. 99. 130 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 26
5.22.131.118 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 25
81.218.171. 27 | srael 147.237.0.121 drop SAMrul e drop 21
85. 115. 52. 201 Eiqlr:gegom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation inbound enf or cenent drop 21
54.243.190.43 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
62.219.99.130 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 20
188. 120. 154. 254 || srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 15
66. 102. 9. 50 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13
188. 120. 154. 254l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 13
192. 198. 151. 44 |Eur ope 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 9
82.81. 48. 127 | srael 147. 237. 0. 121 Sreanimg Er_)gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansn ssi on dr opped.

5.22.135. 112 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 9
192. 198. 151. 44 |Eur ope 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 5
192. 198. 151. 44 |Eur ope 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 5
192.117. 190. 138|l srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
102.117. 190. 138I srael 147.237.0.121|  |Bad TCP sequence fg’;“fx retransmt wth different wndow 0o 4
185. 3. 146. 200 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 2
81. 218. 146. 45 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 2
81. 218. 146. 45 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 2
91.197.61.250 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
62.219. 236. 77 | srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 1
46. 19. 86. 47 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
2.53. 145. 251 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
84.108. 109. 124 |Israel 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
212.179. 9. 140 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
17.78.148. 131 |lIsrael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 1
82.81.48.127 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
62.219.236. 77 |lsrael 147.237.0.121 Bad TCP sequence Inval i d sequence nuniber noni t or 1
46. 19. 86. 47 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 106l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
31.154.41.17 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
87.69.37. 177 | srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 1
62.219.236. 77 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
185. 3. 146. 189 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
84.108. 109. 124 |l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
74.82.47. 28 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
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|Top Attackers In V\AF|

At acker Devi ce
Geo Action
31.168. 13. 78 | srael 147.237.0. 121 Untraceabl e SSL Sessi ons: (pen Mbde None 4
Paraneter Type Mol ation ct| 00$Qont ent A acetbl der 1$t xt F | esNanes i n B ock 2
wwv il ui mi shi. aka.idf.il/nental heal t hof fi cercontacting
@ooki e I njection on cookie . ASPXAUTH wi th val ue
BE1C13C2802DFC47CBABDC2B3D3BF71243CD071A94E24BE2F3D8A5F5591AC4B4B95FD7C5EL8
2B89A8AB7A9AEFAO054ED6018E95555856416A90DE119636A45D0F4458CDAACA7912C47D14B3
91.231. 193. 150 (I srael 147.237.0. 1211 |rg6A17E0CO5F213D8DIEECL A4 1BEB61F6776DBF78C79072AB7 FLA3COF8A0CT94ACBB48087A44 [ONe |1
20058601 C9CEF24DA363A0AC83C379176114EATF214E38DCF8FC8ADBDE24AA1921A27B1A4C
5F9FF2B7AAEOF061D193
. 121 Parangeter Type Mol ation accept in wwunil uimishi.aka.idf.il/ajax/order/confirnorder.aspx B ock
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
A ; . ; B ock
v il ui mi shi . aka. i df . il /changeuni t

0
0
91. 231. 193. 150 |l srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from91. 231. 193. 150 (si gal gs DoS At t ack) None
0
0

‘Oount

‘Target Addr ess S’t%Sgnature

62.90.178.17 |[lsrael 147.237.0.121

132. 66. 22. 55 | srael 147. 237.

46. 116. 136. 81 |l srael 147.237.0. 121

Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt F | esNanes i n

A R . B ock
wn il ui mi shi . aka. i df.il/changeunit
91. 231. 193. 150 |l srael 147.237.0. 121 SIS Whtraceabl e Gonnection - sigal gs DoS Attack None
109. 186. 5. 173 |l srael 147.237.0. 121 O stributed Uhknown Paraneter on waw ml ui mishi.aka.idf.il/login paraneter prm B ock
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62.90.178.17 |[lsrael 147.237.0.121
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