
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

18

1
2
3

4
5
6

7
8
9

10

11
12
13

14
15
16
17

18

18

14
7.
23
7.
0.
12
1

Top Attackers 

31.168.13.78, Israel

81.218.114.170, Israel

91.231.193.150, Israel

62.90.178.17, Israel

132.66.22.55, Israel

46.116.136.81, Israel

109.186.5.173, Israel

184.105.139.106, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

184.105.139.106 United States 147.237.0.121 Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

81.218.114.170 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 4

 04-12-2016-10:06:09 to 04-12-2016-11:06:09 



Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

204.145.74.25 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 236

46.16.142.100 Cyprus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 128

193.242.218.25 Switzerland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 90

81.218.171.27 Israel 147.237.0.121 drop drop 49

149.88.211.26 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 42

62.219.99.130 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 40

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

62.219.99.130 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 26

5.22.131.118 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 25

81.218.171.27 Israel 147.237.0.121 drop SAM rule drop 21

85.115.52.201
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 21

54.243.190.43 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

62.219.99.130 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 20

188.120.154.254 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 15

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

188.120.154.254 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 13

192.198.151.44 Europe 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 9

82.81.48.127 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

5.22.135.112 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 9

192.198.151.44 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

192.198.151.44 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number alert 5

192.117.190.138 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.117.190.138 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

185.3.146.200 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

81.218.146.45 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 2

81.218.146.45 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

91.197.61.250 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

62.219.236.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.19.86.47 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

2.53.145.251 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

84.108.109.124 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.179.9.140 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

17.78.148.131 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

91.197.61.250 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

82.81.48.127 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

62.219.236.77 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 1

46.19.86.47 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

188.120.148.106 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.154.41.17 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

87.69.37.177 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

62.219.236.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

185.3.146.189 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.108.109.124 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

74.82.47.28 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

31.168.13.78 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 4

62.90.178.17 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 2

91.231.193.150 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
BE1C13C2802DFC47CBABDC2B3D3BF71243CD071A94E24BE2F3D8A5F5591AC4B4B95FD7C5E18
2B89A8AB7A9AEFA054ED6018E95555856416A90DE119636A45D0F4458CDAAC47912C47D14B3
F86A17E0C05F213D8D9EEC1A41BEB61F6776DBF78C79072AB7F1A3C0F8A0C794AC8B48087A44
20058601C9CEF24DA363A0AC83C379176114EA7F214E38DCF8FC8ADBDE24AA1921A27B1A4C
5F9FF2B7AAE0F061D193

None 1

132.66.22.55 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

46.116.136.81 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

91.231.193.150 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 91.231.193.150 (sigalgs DoS Attack) None 1

62.90.178.17 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

91.231.193.150 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.186.5.173 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter prm Block 1
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