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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on

93. 201. 90. 241 Ger nany 147.237.0.121 Bock Np Al _Net drop Net V- London 1
123. 151. 42. 61 Chi na 147.237.0. 121 JLM Purpl e Gon_Linit_Udp drop Net V- London 1
123. 151. 42. 61 Chi na 147.237.0. 121 JLM Under Attack _Con_Udp drop Net V- London 1
179. 43. 144. 50 Sh tzerl and 147.237.0. 121 B ock Np Al _Net drop Net V- London 1
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|Top Attackers In FW |

Attacker Address A(;t:Cker Target Address |9 t% Name Sgnature
116.50.58.180 |Austraia 147.237.0.121 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 124
12.31.71.58 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 108
17.78.122. 217 ;ﬂ;ttee: 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- |l ocation i nbound enf or cenent drop 92
89. 202. 105. 211 |CGer many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
149. 88.53. 163 |l srael 147.237.0.121 Geo0- | ocat i on enf or cenent Ge0- | ocati on i nbound enf or cenent dr op 40
149. 88. 226. 9 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
2.54.180. 108 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
108. 61. 228. 41 LSthlatt:sd 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 20
77.125.115. 115 |lsrael 147.237.0. 121 Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 18
66. 102. 6. 90 Lsh'mt:: 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 13
66.102.9. 74 gﬁ;ttg: 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 13
66. 102. 9. 97 Lsh'mt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 11
109. 65. 54. 98 | srael 147.237. 0. 121 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
2 53.26.131 I sragl 147. 2370, 121 Sreani ng El_ﬁg| ne: TP Invalid Inval i d segnent retransmssi on. Packet drop 9
Ret r ansni ssi on dr opped.
5.102. 242. 21 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 5
157. 55. 39. 80 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 5
5.102. 254. 66 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 3
149. 88. 55. 247 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
5. 102. 254. 104 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
184. 105. 139. 74 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
64. 125. 239. 46 ;ﬂ;ttee: 147.237.0. 121 Geo-l ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 1
5.22.131. 23 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
184.105. 139. 116 g];::: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 1
5.28. 137.213 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
80.179.104.44 |lIsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.117.136.8 |lsrael 147.237.0. 121 Bad TCP sequence scal :O( retransmt wth different w ndow noni t or 1
216.243.31.2 ;ﬂ;ttee: 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

Geo ‘Tar get Address |9 t% Sgnature Acti on ‘Oount

212.179. 34. 170 |l srael 147.237.0. 121 Suspi ci ous Response Code Bl ock 38
Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1$ct 100 in

109. 65. 54. 98 | srael 147.237.0.121 v i | ui i shi . aka. i df . i1/forng010 B ock 2

62.219. 164. 110 I srael 147.237.0, 121 | |Praneter Type Molation ctl00SContent A acetbl der 15t xt Per ut Bakasha in B ock 2
ww m | ui mishi.aka.idf.il/general petition

37.46. 36. 242 | srael 147. 237 0. 121 Lhknc_)\/\n_ Pa_r arTet er _ct | QO_ConF ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend in B ock 1
ww il ui mishi.aka.idf.il/login

199. 203. 153. 13 |l srael 147.237.0.121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

46. 19. 85. 221 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
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