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Top Attackers 

79.181.209.234, Israel

192.118.132.185, Israel

62.219.131.7, Israel

195.160.242.40, Israel

192.118.78.57, Israel

213.57.159.244, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

79.181.209.234 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 14

192.118.132.185 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

 04-11-2016-15:06:05 to 04-11-2016-16:06:05 



Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

62.17.146.151
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 740

2.54.183.39 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

89.202.105.211 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

12.31.71.58 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 39

194.177.16.3 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 36

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 36

138.134.102.15 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 17

138.134.102.15 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 16

138.134.102.15 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 16

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

82.80.86.50 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

157.55.39.120 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

5.22.131.117 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

85.130.219.89 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 4

5.102.242.128 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

188.120.154.158 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

85.130.219.89 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

5.102.195.55 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

212.199.251.235 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

31.154.50.199 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.53.54.21 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

71.6.216.45 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

212.235.98.139 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

192.114.105.254 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.235.98.139 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

192.114.105.254 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

62.219.115.222 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

212.199.251.235 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

169.229.3.91 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

2.53.54.21 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

 04-11-2016-15:06:05 to 04-11-2016-16:06:05 



Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

195.160.242.40 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

213.57.159.244 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

62.219.131.7 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

192.118.78.57 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/rules.abe Block 1
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