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Top Attackers 

31.168.194.95, Israel

81.218.105.2, Israel

185.120.125.42, Israel

46.19.86.155, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

31.168.194.95 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 18
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

81.218.168.149 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 216

109.65.83.205 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 171

2.53.58.242 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

109.65.83.205 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 132

46.120.40.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 128

95.35.86.43 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

54.243.190.43 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 113

109.65.83.205 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 107

149.88.108.98 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 103

109.253.138.213 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 94

134.191.249.39
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 93

95.35.86.43 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 90

82.81.75.63 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 81

109.253.140.28 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 77

95.35.86.43 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 74

109.65.83.205 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 72

132.64.31.25 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 71

85.64.134.218 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 68

109.253.144.244 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 66

62.90.96.102 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 66

46.19.86.104 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 65

212.179.28.34 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 64

82.80.196.44 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 61

37.26.147.189 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 60

62.90.96.102 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 57

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 56

37.26.147.189 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 56

212.143.186.38 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 50

31.168.200.103 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 47

37.26.147.189 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 46

192.116.166.206 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 45

195.200.205.2 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

212.143.186.38 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 45

212.25.86.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 44

80.74.100.131 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 43

109.65.145.212 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 41

46.19.86.104 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 41

109.64.48.140 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 41

95.35.86.43 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 40

37.26.149.199 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 40

85.64.134.218 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 40

212.179.21.194 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 37

81.218.105.2 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

46.120.40.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 36

17.78.99.182 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

81.218.6.122 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 34

212.25.86.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 33

81.218.198.64 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 32

82.81.75.63 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 30
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

81.218.105.2 Israel 147.237.0.121 Suspicious Response Code Block 1

46.19.86.155 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

185.120.125.42 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/shamapchange parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

81.218.105.2 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 81.218.105.2 (sigalgs DoS Attack) None 1

81.218.105.2 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1
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