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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
31.168. 194. 95 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 18
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|Top Attackers In IPS|
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
81. 218. 168. 149 | srael 147. 237. 0. 121 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 234
Ret r ansni ssi on dr opped.
212.179.21.194 |Israel 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 216
109, 65. 83. 205 I srael 147. 237.0. 121 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 171
Ret r ansni ssi on dr opped.
2 53,58 242 | srael 147. 237. 0. 121 Streanimg Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 162
Ret r ansni ssi on dr opped.
109. 65. 83. 205 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 132
46. 120. 40. 242 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 128
95. 35. 86. 43 | srael 147. 237. 0. 121 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 126
Ret r ansni ssi on dr opped.
54.243.190.43 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
109. 65. 83. 205 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 107
149. 88.108.98 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 103
109. 253. 138. 213|l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 94
134. 191. 249. 39 zlnt:gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 93
95. 35. 86. 43 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 90
82.81. 75. 63 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 81
109. 253. 140. 28 |l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 77
95. 35. 86. 43 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber aert 74
109. 65. 83. 205 |l srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunier noni t or 72
132. 64. 31. 25 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 71
85. 64. 134. 218 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 68
109. 253. 144. 244l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 66
62. 90. 96. 102 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 66
46.19. 86. 104 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 65
212.179.28.34 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 64
82. 80. 196. 44 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 61
37.26.147.189 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 60
62. 90. 96. 102 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 57
212.179.21.194 |lsrael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 56
37.26.147. 189 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber aert 56
212. 143.186. 38 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 50
31.168.200. 103 |Israel 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 47
37.26.147.189 |lsrael 147.237.0.121 Bad TCP sequence I nval i d sequence nunier noni t or 46
192. 116. 166. 206|! srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 45
195. 200. 205. 2 | srael 147. 237. 0. 121 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop a5
Ret r ansni ssi on dr opped.
212.143.186. 38 |Israel 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 45
212. 25. 86. 242 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 44
80. 74. 100. 131 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 43
109. 65. 145. 212 |l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 41
46.19. 86. 104 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber aert 41
109. 64. 48. 140 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 41
95. 35. 86. 43 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 40
37.26.149.199 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 40
85. 64. 134. 218 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 40
212.179.21.194 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 37
81. 218. 105, 2 | srael 147. 237. 0. 121 Streanimg Er_1gi ne: TGP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
46.120. 40. 242 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 36
17.78.99. 182 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
81.218. 6. 122 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 34
212. 25. 86. 242 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber aert 33
81.218.198.64 |lsrael 147.237.0.121 SYN At ack SYN -> SYN ACK -> RST rej ect 32
82.81. 75. 63 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 30
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|Top Attackers In V\AF|

getoacker Target Address |S t% Sgnature
81.218. 105. 2 | srael 147.237.0. 121 Suspi ci ous Response Code Bl ock 1
46.19. 86. 155 | srael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in www niluimishi.aka.idf.il/login Bl ock 1
Dstributed Paraneter Type M ol ation on waw mlui mishi.aka. idf.il/sh change par anet er
185. 120. 125. 42 |I st ael 147.287.0.121| | Pone e P ot dgfm & Pt Ut Bt amapehange ock 1
81.218. 105. 2 | srael 147.237.0. 121 Mil tipl e Lhtraceabl e SS. Sessions from81. 218. 105. 2 (si gal gs DoS A t ack) None 1
81.218. 105. 2 | srael 147.237.0. 121 SIS Whtraceabl e Gnnection - sigal gs DoS Attack None 1
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