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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
81. 218. 206. 82 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 2
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|Top Attackers In ID|
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|Top Attackers In FW |

Attacker Address|Atacker Geo|Target Address|St{Nanme |9 gnature | Devi ce Action|Count |
149. 88. 147. 200 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 695
199. 201. 66. 3 Lhited Sates|147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 201
149. 88. 156. 252 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 164
46. 229. 164. 100 |Lhited Sates|147. 237. 0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
82.166.137.19 |lsrael 147.237.0. 121 Sreaning Ehgine: TGP Invalid Retransmssion|lnval id segnent retransmssion. Packet dropped. |drop 45
158. 116. 225. 93 |Lhited Sates|147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
149. 88. 86. 222 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
195. 16. 162. 218 |Ger nany 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
17.78.122.217 |lhited Sates|147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
66. 102. 9. 97 Lhited Sates|147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24
149. 88. 140. 156 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 23
194. 90. 233. 89 |l srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
212. 143.110. 33 |l srael 147.237.0.121 Bad TCP sequence noni t or 16
149. 88. 240. 171 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 14
66. 102. 9. 87 Lhited Sates|147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
159. 203. 117. 55 |Lhited Sates|147. 237. 0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
66. 102. 9. 33 Lhited Sates|147. 237.0. 121 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 9
37.46.41. 127 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 6
212.179.21. 194 |l srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 4
212. 143.110. 33 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 4
212.143. 110. 33 |l srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 4
149. 88. 51. 126 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
212. 143.110. 33 |l srael 147.237.0. 121 SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 4

5. 102. 242. 48 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 2
2.52.128. 68 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
85. 65. 193. 78 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
2.52.128. 68 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
192. 198. 151. 44 |Eur ope 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
85. 65. 193. 78 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker Devi ce

Action

Attacker Address Geo Target Address St%S‘gnature

109. 64. 168. 240 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 4

‘Oount

Dstributed Paraneter Type Mol ati on on wan il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx
par anet er accept

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
36A48F9924BC37CA6F2CAEAAT6A74E30EES524CAD58FC455DFBECSF7EE9940AA6112E6741F387
DF9C9416B436EEE2ABE1A67DIBC1E2E36B0510F09277853083F4D900325D0320AAF65B63E78A
F80CAB31BB8AAC5D297E70E45E33EB539922BD8940DEAE4E9D218C3DA2477627B2D4037 ADA
185. 3. 144. 38 | srael 147.237.0. 121 D2AE5092F3DBE43B6D3ASCOFCB3DA2, Cbser ved None 1
8525867F938AC068F9C1DCIAEF160F1C65D41086E551340160F25DDC767B58844909B21A8B4
5D22ACA5C4541F9A7CBB4B06669F31957BE273BE2C02F073B6CFO0905ABC153EC1957705493
CFO0C40034F3B2181CBD45F9232D85A4CD9420C1BCF541E9F

62.219. 161. 59 | srael 147.237.0.121 B ock 2

46.19. 86. 17 | srael 147.237.0. 121 Untraceabl e SS Sessi ons: si gal gs DoS At ack None 1

109. 226. 28. 148 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS At tack None 1

109. 253. 198. 203|l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 1

82.166. 137. 19 | srael 147.237.0.121 Mil tipl e Untraceabl e SSL Sessi ons from82. 166. 137. 19 (Uhsupported Legacy SS. \ersi on) None 1

147. 236. 34. 84 | st ael 147 237.0. 121 Ostributed Paraneter Type Mol ation on waw ml ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept

5 29. 246. 246 — 147 237.0. 121 Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

v | ui mi shi. aka.idf.il/general petition
04-11-2016-11:06:07 to 04-11-2016-12:06:07




