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Top Attackers 

109.226.28.148, Israel

109.64.168.240, Israel

81.218.206.82, Israel

62.219.161.59, Israel

46.19.86.17, Israel

5.29.246.246, Israel

185.3.144.38, Israel

82.166.137.19, Israel

147.236.34.84, Israel

109.253.198.203, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.206.82 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address SiteName Signature Device Action Count

149.88.147.200 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 695

199.201.66.3 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 201

149.88.156.252 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 164

46.229.164.100 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 53

82.166.137.19 Israel 147.237.0.121 Streaming Engine: TCP Invalid Retransmission Invalid segment retransmission. Packet dropped. drop 45

158.116.225.93 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 40

149.88.86.222 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

195.16.162.218 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

149.88.140.156 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 23

194.90.233.89 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 17

212.143.110.33 Israel 147.237.0.121 Bad TCP sequence monitor 16

149.88.240.171 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 14

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

159.203.117.55 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.9.33 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

37.46.41.127 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 6

212.179.21.194 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

212.143.110.33 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 4

212.143.110.33 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

149.88.51.126 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4

212.143.110.33 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

5.102.242.48 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

2.52.128.68 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

85.65.193.78 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.52.128.68 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

192.198.151.44 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

85.65.193.78 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.64.168.240 Israel 147.237.0.121 Suspicious Response Code Block 4

62.219.161.59 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 2

185.3.144.38 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
36A48F9924BC37CA6F2CAEAA76A74E30EE524C4D58FC455DFBEC5F7EE9940AA6112E6741F387
DF9C9416B436EEE2A8E1A67D9BC1E2E36B0510F09277853083F4D900325D0320AAF65B63E78A
F80CAB31BB8AAC5D297E70E45E33EB539922BD8940DEAE4E9D218C3DA2477627B2D4037ADA
D2AE5092F3DBE43B6D3A5C9FCB3DA2, Observed
8525867F938AC068F9C1DC1AEF160F1C65D41086E551340160F25DDC767B58844909B21A8B4
5D22ACA5C4541F9A7CBB4B06669F31957BE273BE2C02F073B6CF00905ABC153EC1957705493
CF0C40034F3B2181CBD45F9232D85A4CD9420C1BCF541E9F

None 1

46.19.86.17 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.226.28.148 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.253.198.203 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.166.137.19 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 82.166.137.19 (Unsupported Legacy SSL Version) None 1

147.236.34.84 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx
parameter accept

Block 1

5.29.246.246 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1
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