04-11-2016-10:06:04 to 04-11-2016-11:06:04

1"NPT SwNn

<
v Focused IP Under
Attack Daily Report

www.gov.il

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

W 82.166.137.19, |srael
109. 253. 210. 174, | srael

[ 94.230. 86. 136, |srael
192. 116. 232. 69, Israel

Nunmber H 149.78.158. 18, |srael
a
W 95.86. 77. I sr
A tacks 95. 86 43, lsrael

¥ 66.240.213.93, Lhited Sates

W 87.70.129.90, Israel
193.34.57.101, Israel

H 109. 253. 198. 203, |srael

Top Attackers



04-11-2016-10:06:04 to 04-11-2016-11:06:04

|Top Attackers | n DDoS- Def ence |
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| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P | ocati on. Locat i on | count
82.166. 137. 19 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 16
109. 253. 210. 174 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 11
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Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
66. 240. 213. 93 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature Z“;\tnl (;i ‘Count
109. 253. 210. 1741 srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 168
Ret r ansni ssi on dr opped.
149. 88. 147. 200 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 242
199. 201. 66. 3 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 233
130.119.13.66 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 148
195. 16. 162. 218 |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
149. 88. 156. 252 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
199. 201. 66. 0 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 101
37. 26. 147. 150 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
109. 65. 82. 152 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
185.32.179. 189 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
149. 88. 216. 187 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
149. 88. 51. 126 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
80.178. 138. 115 |l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 21
85.115.52.201 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 21
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
17.78.122.217 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
80. 246. 139. 157 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 16
95. 25. 219. 163 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 9
82. 166. 137. 19 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
80.178.138. 115 |Israel 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 3
17.78.99. 182 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2
217.132.114. 213|lI srael 147.237.0.121 Sreaning Engine: TCP Inval i d Checksum |lnvalid checksum Packet dropped. dr op 2
5.102. 242. 48 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 1
192.118.78.57 |Israel 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
85. 65. 213. 186 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 115 | srael 147.237.0.121 SYN At t ack SYN -> SYN ACK -> Ti neout rej ect 1
184. 105. 139. 104|Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
46. 19. 85. 62 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 1
185. 3. 144. 77 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 85. 178 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
199. 115. 117. 194|lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
94. 230. 86. 136 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
66.240. 213.93 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
31.168.13.78 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85.178 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
94. 230. 86. 136 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 8
192. 116. 232. 69 |l srael 147.237.0.121 Uhaut hori zed URL Access to waww il ui mi shi. aka.idf.il/$$$8287?$$$ B ock 4
109. 253. 198. 203! srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
82.166. 137. 19 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 1

Qooki e Injection on cooki e . ASPXAUTH wi th val ue
951A9ABCAEA6608B25755BODDF20C2302FC382E2800C7023D9EAC869DB405666FA85999596
82924130CCD1DD8DFAAAE96EF31E6DCALDO2A4A92F4B4A699DF42DDC4B47673DCDBD67553
95.86.77.43 | srael 147.237.0. 121 E203BCF0414B4095334A223CC71715552BC14A7C25AFF7DBA4FAF85B1432F72C4A9EF9F1C8862 None !
58CC64C5B173431C9872B6BEFDBA7A44E2F9AE2FC300E4F9D3EF35ABB23B64C44CB049100569
F28E28DD4B6864 EF4EAD6

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
E4ADA7F2EFBB7A45733887F58FE7913BADBCBEC6BE715FC40784DA0799BA32803B3F9ACE915B4
F85E66C4987157BE85298D36A5BA7C59EBE12BFD41F87693AC7FE3813C786E870865482C4AFD3
CBB4C6BB17BES86E3DE3ADCAA89861EFFBO90A932DAB32543ADFELDF21CCDD199EC821E105821
149. 78. 158. 18 | srael 147.237.0. 121 4D59D437 1 EEA8BEBC2F5163CB4B22, Chser ved None 1
38865A16ABFAAOF638715B1D8208EDE8BAD4B6C694875D5358B5C45A3DA7081211D1AFF330FF
7TEAED9D97129898BDF036D8AF388ADES51CF60DCD49DA1BED96 C5EE3D3A20848D0F1D448E72
BD9272AA4FB7F23490BCF84DC213EA6F802CF9B2640795A0C

84.108. 224. 237 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
193. 34. 57. 101 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
95. 86. 77. 43 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
Dstributed Paraneter Type Mol ation on ww il ui mi shi.aka.idf.il/changeunit paraneter
149.78.158.18 |lsrael 147.237.0. 121 ct1 00$Cont ent P acebbl der 15t xt Per ut Bakasha B ock 1
87.70. 129. 90 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
Dstributed Paraneter Type Mol ation on vww il ui mi shi.aka.idf.il/changeunit paraneter
109. 65. 105. 227 |l srael 147.237.0. 121 ct1 00$Cont ent P acebbl der 15t xt Per ut Bakasha B ock 1
80. 178. 189. 20 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1

par anet er accept
192. 114.5. 10 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
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