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217.132.121.196, Israel

79.176.0.29, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

46.19.85.86 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 104

46.19.85.86 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 53

185.32.179.189 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

46.19.85.86 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 16

66.102.9.61 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

46.116.140.74 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 13

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

46.19.85.86 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 10

46.19.85.86 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 10

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

5.102.254.167 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

46.19.85.86 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

188.120.148.6 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

85.65.45.220 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 2

52.91.155.36 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2

85.65.45.220 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

85.65.134.188 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.121.68.197 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

87.69.169.226 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.121.68.197 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

216.243.31.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

5.22.130.62 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

87.69.169.226 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

217.132.121.196 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

79.176.0.29 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

217.132.121.196 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
886452E4CB63831F7E4D1C105B7FE8C410495C3863CD8082773EC82CDAD6B7BB39AEEAFEA45
3D4FF8C6B5CEAA6C21A21DC2399C33E6AF35BB8507559D4E1ED88DD4E468CB82530C89CC45
7A57C37426F7D1D896A8C2CDC6861430988706573025DA0AD6855F3AC40EDD4565D89014D
CDE921E6AEB6711949AD1E71D72A8F6211, Observed
0DD46EA78D23E57B3257E5F8022EE16741DB1D14ADFD1AE063D1F837EC7D0263139ACC57C02
1F993F1099D1CBAA345C5A5C612368C1B360BA96DE2278A4F73B127321547C3E3DA2F30D08
9B6CBE72520EF4E9A6B8914E26750F57E4E9C7B91CCFDCF35

None 1
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