
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

24

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

24

14
7.
23
7.
0.
12
1

Top Attackers 

109.253.195.251, Israel

109.65.92.168, Israel

109.66.1.222, Israel

188.120.150.254, Israel

2.53.18.61, Israel

185.120.125.17, Israel

Top Attackers

Number
Of

Attacks

0

9

1

2

3

4

5

6

7

8

10
9.
25
3.
19
5.
25
1,
 I
sr
ae
l

10
9.
65
.9
2.
16
8,
 I
sr
ae
l

10
9.
66
.1
.2
22
, 
Is
ra
el

18
8.
12
0.
15
0.
25
4,
 I
sr
ae
l

2.
53
.1
8.
61
, 
Is
ra
el

18
5.
12
0.
12
5.
17
, 
Is
ra
el

 04-10-2016-20:06:08 to 04-10-2016-21:06:08 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.253.195.251 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 9
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

185.3.144.50 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 243

109.253.195.251 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

72.37.140.33 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 108

149.88.223.161 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 87

149.88.164.201 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

66.102.9.74
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 19

66.102.9.97
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.39
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

5.102.254.254 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 11

80.246.136.211 Israel 147.237.0.121 SYN Attack reject 4

94.230.86.12 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

37.46.38.20 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

5.102.242.57 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

149.50.111.197 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

79.182.52.37 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.121.146.70 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

5.22.130.230 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

80.246.136.211 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 1

149.50.111.197 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.121.146.70 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.22.131.59 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

176.228.144.200 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.46.39.147 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

149.88.48.97 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

80.246.136.211 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

79.182.52.37 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.19.86.127 Israel 147.237.0.121 drop SAM rule drop 1

80.246.136.211 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.65.92.168 Israel 147.237.0.121 Suspicious Response Code Block 8

109.66.1.222 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
49215713BEC42165858B375FCD85E11BF1368C20E26E98889D1E25D85979C7CB2FC6B3C2ED0E
265D443DB0DCA657C8BB69EA7DD3464826C3D8389610A632C687B033BC87D50048BEB15BDE
6AD060C843711026641C96754528A2ED857AC85090BF128CF6C2EA14CA969A8E7788B52540
0D2D579F2F76875998505F7F9FEDDE1C, Observed
1E49E6D0DAE8B3CBFAB60C4822F4EB655BC674274E6B986E3E184E7534EE9B1BF9271298DCCFB
7A42815B239AFDC72F7ADF30F36ED8DD5954F875C86930751A2FF6310833A337D3762755DAB
99519C22FB7EC4AF9B886A160B82D854B2AE85B8851E6B

None 3

188.120.150.254 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

188.120.150.254 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

185.120.125.17 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/shamapchange

Block 1

2.53.18.61 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 1
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