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Top Attackers 

212.179.21.194, Israel

5.28.146.167, Israel

107.158.255.194, United States

217.132.62.220, Israel

192.115.177.203, Israel

2.53.20.240, Israel

80.246.139.129, Israel

62.90.96.102, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

107.158.255.194 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1

107.158.255.194 United States 147.237.0.121 ET SCAN NMAP -sS window 3072 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

2.53.10.169 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout alert 256

2.53.10.169 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 256

54.240.197.225 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 221

2.53.20.240 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

185.32.179.189 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 95

149.88.73.131 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 78

74.91.23.166 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

76.100.90.114 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 55

2.53.10.169 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 36

2.53.10.169 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 36

2.53.10.169 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 36

17.78.87.63 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 25

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

46.16.142.100 Cyprus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 23

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 19

217.69.133.250
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

87.70.39.131 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 17

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

23.81.90.154 United States 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 15

66.102.6.84 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

149.88.34.218 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

2.54.163.11 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

31.210.187.174 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 6

31.210.187.174 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 6

74.217.90.250 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

46.19.85.150 Israel 147.237.0.121 drop SAM rule drop 4

5.22.135.215 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

185.3.144.47 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

5.22.129.72 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

46.19.85.154 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

217.132.34.54 Israel 147.237.0.121 IP Fragments Failed to generate IP packet from fragments drop 1

37.46.38.20 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.102.242.32 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

212.199.57.195 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

2.54.207.167 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

37.26.148.171 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.179.21.194 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/newpassword/firstlogin/ Block 3

5.28.146.167 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 2

62.90.96.102 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

217.132.62.220 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddMarriageCertDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

80.246.139.129 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 1

217.132.62.220 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddPartnerAppendixIDDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 1

192.115.177.203 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
29DB6C792DDCAC5EC453903F88ABA5BAD856CB5311EE0490754747B1A3CEB5C7C9AD27438
50BE5A64D6B7E30EF9B4431B860A28CBC4BAD23ED1410A4A890E2DF71FFAB792C59489F097C
B35A26D12521A9903661C4D3E1BB40C0AD4CC50678AA8E0596D39F862862C71868E9600061
35D6C68F029A1A8B1A6236B8D91E635DABC5B08671827A254319898A026FAE8295D9A21D92
EDD7F1D198FD2C87033D2B33

None 1
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