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Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Count
107. 158. 255. 194 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
107. 158. 255. 194 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo Target Address |S t% Name Sgnature Action ‘Count
2.53.10. 169 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK - > Ti neout alert 256
2.53.10. 169 | srael 147.237.0.121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 256
54.240.197. 225 |lrel and 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 221
2 53.20. 240 I sragl 147. 237.0. 121 Srean ng Eljgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
185.32. 179. 189 |israel 147. 237. 0. 121 Sreani\ng Eﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 126
Ret r ansni ssi on dr opped.
17.78.122.217 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 95
149. 88. 73. 131 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
74.91. 23. 166 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
76.100.90.114 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
2.53.10. 169 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 36
2.53. 10. 169 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 36
2.53.10.169 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 36
17.78. 87. 63 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
192. 115. 177. 203|I srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 25
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 24
46. 16. 142. 100 |[Cyprus 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 23
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 19
217.69. 133. 250 gcsj:;:ﬂ on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
87.70.39.131 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
217.69. 133. 253 g;z:;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
23.81.90. 154 Lhited Sates 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 15
66. 102. 6. 84 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
149. 88. 34. 218 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11
2 54.163. 11 — 147. 2370 121 SIreanhng El_ﬂgi ne TP Invaid Inval i d segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
31.210.187.174 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 6
31.210.187. 174 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 6
74.217.90.250 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
46. 19. 85. 150 | srael 147.237.0. 121 drop SAMrul e dr op 4
5.22.135. 215 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
185. 3. 144. 47 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.129. 72 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 154 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
217.132.34.54 | srael 147.237.0.121 | P Fragnent s Failed to generate | P packet fromfragnents |drop 1
37. 46. 38. 20 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 102. 242. 32 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.199.57.195 |lIsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
2.54.207.167  |israel 147.237.0.121| |Bad TCP sequence f;g”:a( retransmt wth different wndow | oo 1
37.26.148.171 | srael 147.237.0.121| [Bad TcP sequence :3‘“:‘]( retransmt wth different wndow | ., 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address [StqSgnature ) Count
Ceo Action
212.179.21.194 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mi shi. aka.idf.il/newpassword/firstlogin/ B ock 3
5.28. 146. 167 | srael 147.237.0. 121 Paranet er Type M ol ati on ct| 00$Cont ent P acetbl der 1$t xt Pass i n ww nil ui mi shi . aka.idf.il/login B ock 2
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
62. 90. 96. 102 | srzel 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !
217 132. 62. 220 |1 srael 147. 237. 0. 121 Unknown Paranet er ctl00_Cont ent Pl aceHbl der 1_f uAddMar ri ageCert Docsé&Fi | esToSend i n B ock 1

wwv | ui mi shi. aka.idf.il/login
80. 246. 139. 129 |l srael 147.237.0. 121 Par aneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$ct 100 in www mil ui mi shi. aka.idf.il/forn8010 |B ock 1
Unknown Paraneter ctl 00 _Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n

v il ui mishi . aka.idf.il/login

Gooki e I'njection on cookie . ASPXAUTH wi th val ue
29DB6C792DDCAC5EC453903F88ABA5SBAD856CB5311EE0490754747B1A3CEBS5C7C9AD27438
50BE5A64D6B7E30EF9B4431B860A28CBC4ABAD23ED1410A4A890E2DF71FFAB792C59489F097C
192.115.177. 203l srael 147.237.0. 1211 |p3576D12521A9903661C4D3ELBB40COADA CC50678AABE0596D39F862862C71868E9600061 [N |1
35D6C68F029A1A8B1A6236B8D91E635DABC5B08671827A254319898A026 FAE8295D9A21 D92
EDD7F1D198FD2C87033D2B33
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217.132.62.220 |lsrael 147.237.0.121 B ock 1




