04-10-2016-12:06:05 to 04-10-2016-13:06:05

<
v Focused IP Under
www.gov.il Attack Daily Report

1"NPT SwNn

[Top Targets |

1
Nunmber 713
a 14

Top Tar get

[Top Attackers |

W 37.26.149. 167, |srael
77.124.14. 44, |srael

[ 2.55.43.243, |srael
212.150.25.79, |srael

Nunmber
G H 91. 15.198. 93, Ger many
Attacks W 31.154.4.36, |srael

W 82.145. 219. 74, Europe
W 79.181.52.204, |srael
212.179. 28. 215, |srael

Top Attackers



04-10-2016-12:06:05 to 04-10-2016-13:06:05

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
37. 26. 149. 167

| Target Address
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| Devi ce Action | P 1 ocati on. Locat i on |count |
| srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 18
82. 145. 219. 74 Eur ope 147.237.0.121 B ock |p Vb In drop Net V- London 1
91. 15. 198. 93 Ger nany 147.237.0.121 B ock Np Al _Net drop Net V- London 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
199. 201. 66. 3 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1438
54.240. 197. 225 |lrel and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 297
149. 88. 192. 236 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 162
109, 64. 94. 74 I sragl 147 237.0. 121 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 81
Ret r ansn ssi on dr opped.
167. 220. 196. 97 LKJ?Ir:;éjom 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 72
149. 88. 179. 62 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 47
158. 116. 225. 43 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
149. 88. 153. 123 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
149. 88. 138. 83 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
85. 115. 52. 201 zlnt:gom 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 30
193. 62. 194. 254 Eiqlr:gegom 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 24
149. 88. 217. 160 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
37.26.148.151 |lsrael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 16
80.179. 114. 27 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 16
199.203.215.1 |Israel 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 16
66. 102. 9. 97 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 12
79.177.42.73 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 9
167. 220. 196. 3 zlnt:gom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 5
46.19. 86. 162 | srael 147.237.0.121 drop SAMrul e drop 4
46.19. 86. 180 | srael 147.237.0.121 drop SAMrul e drop 4
213.8.105.138 |lIsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 4
31. 210. 188. 52 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 4
199.207.253.96 |lLhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 2
5.22.131. 40 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 2
188.120. 154. 52 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
84.110. 144. 229 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 2
5.22.134. 242 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
87.69.172. 177 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
84.110. 144. 229 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
5.102.194. 2 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 1
106. 186. 113. 132]Japan 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
46. 19. 86. 4 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
212.150. 25. 79 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
5.22.129. 236 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 182|l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
5.102.194. 2 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
199.203.215.1 |lIsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 4 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
87.69.172. 177 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
132. 73. 204. 249 |l srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
46.19.86. 4 | srael 147.237.0.121 SYN At ack SYN -> SYN ACK -> RST rej ect 1
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At acker
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Ostributed Paraneter Type Mol ation on wan ml ui mishi.aka.idf.il/shamapchange paranet er
ct 1 00$Cont ent P acetbl der 1$t xt Per ut Bakasha

2.55.43. 243 | srael 147.237.0. 121 Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
D stributed Paraneter Type Mol ation on vww mil ui mi shi.aka.idf.il/ajax/order/confirnorder.aspx

77.124.14. 44 | srael 147.237.0. 121 B ock 3

79.181.52.204 |lsrael 147.237.0. 121 B ock 1
par anet er accept

212.150. 25. 79 |1 srael 147. 237 0. 121 Ostributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

31.154. 4. 36 | srael 147 237. 0. 121 Dstributed Paraneter Type Mol ation on v nil ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

212, 179. 28. 215 |1 srael 147. 237 0. 121 Ostributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1

par anet er accept
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