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Vi et nam 147.237.0. 121 ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnections, Potential Scan or Brute Force 1
23.125.172. 41 Lhited Sates |147.237.0.121 ET SCAN NVAP -sS w ndow 3072 1
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199. 207.253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2535
5 22 135.172 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 115
Ret r ansni ssi on dr opped.
136.237.18.10 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 87
46.16.142. 100 |Cyprus 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 50
149. 88. 135. 91 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
158. 116. 225. 43 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
17.78.122.217 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
62. 219. 234. 65 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 25
66. 102. 9. 39 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 19
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
66. 102. 6. 84 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
149. 88. 62. 22 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 11
66. 102. 9. 22 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 10
178.140.193. 71 g{sj:;;nl on 147.237.0.121 Geo- | ocati on enf or cenent Geo-| ocation inbound enf or cenent drop 9
167.220. 196. 230|Uni t ed Ki ngdom [147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
46. 19. 85. 165 — 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
185. 3. 144. 32 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 9
81.218.241.26 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 9
31.168.96.254 |lIsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
176.13.1.181 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 4
82. 166. 53. 83 | srael 147.237.0.121 SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 4
46.121.221.17 |lsrael 147.237.0.121 dr op SAMrul e drop 4
185. 32.179. 182 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 3
46.19.85. 71 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
212.179.21.194 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
5.22.131. 119 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 1
149. 50. 51. 117 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
81.218.101. 3 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 1
62. 219. 195. 25 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
37.26.147.173 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
199.203.215.1 |lIsrael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 1
147.235.236.1 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 165 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
5. 29. 59. 250 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
176.13. 1. 181 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 1
149. 50. 51. 117 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
188. 120. 148. 188l srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 1
132. 73. 204. 249 |l srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
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Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
B2B1F6CB93FD2A5A67AAF6207B75659B0085EBD2B86AEB34A6CDC62F979C63872FC913A4526
B5B8DADBFO8D0F7277F9D2C4236668BCDDA11BAED99818B314F8EO0CE72DA1FEB881E3EFA48D
901BF9C42FADC423BE67F4CD4637A93C06C58F4392C6C0996D82BF8FAB3219B46FD36D79A0

109. 253. 137. 106 I srael 147.237.0.121)  179811C1B9C94C17CCEAB789ABDOABBLE, Obser ved None 15
C9406C87769819E50E0EAD985632E7F861B1BB6037C988E5668C7994393D08CE32E8B720A276
4F9FC36A946B3A726EB182087 CDEEB5833BBEFFCDOAF16B0708C26D9852C885EB215108962A8
D8AEFE305CF6E6CD70FF32F715DB936946957D45B38D4D

46.121. 22117 |israel 147 237.0. 121 Pararr'ete_r Type_ Mol aFl on ct| 00$nt ent A acetbl der 1t xt Fil esl Bs in B ock 3
waw mil ui mi shi . aka. i df.il/val t anmequest

Lhi ted Dstributed Paraneter Type Mol ation on www ml ui mishi.aka.idf.il/general petition paraneter

149.78.21.153 Sates 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 3

2 53.0. 254 I sragl 147. 237 0. 121 Dstributed Paraneter Type Mol ation on wwv ml ui mishi.aka. idf.il/ajax/order/confirnorder.aspx B ock 2
par anet er accept

192. 114. 91. 247 |lsrael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

212.76.125. 76 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1

79 179.55. 228 |1 srael 147 237.0. 121 Lhknqvn Pa_r arTet er §tl O_O_O)nF ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

185. 27 105. 115 | srael 147. 237. 0. 121 Pararr_et er 'I_'ypg Vol §t| on ct | 00$Cont gnt.PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition

46. 19. 85. 165 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

212.76.125.76 |lsrael 147.237.0.121 ct] 00$Cont ent A acekbl der 13t xt Per ut Bakasha B ock 1

79. 179, 55. 228 | srael 147. 237. 0. 121 UﬁanV\n‘ Pa_r arTet er .Ctl O_O_O)n_t ent Pl aceHbl der 1_f uAddSt udyEnpl oynent Per nmi t Docs&Fi | esToSend in B ock 1
vy il ui mi shi . aka.idf.il/login

31. 168. 160. 218 | srael 147. 237 0. 121 Pararm er T)_/pe_\/i ol at.l on _ctI00$Cbnt ent Pl acetbl der 1$t xt Per ut Bakasha in B ock 1
wan i | ui mi shi . aka. i df . i | / shanapchange
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

46.116.44.17 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

212.143.110. 33 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

46.19. 85. 165 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1

195. 160. 242. 40 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

2.52.163. 140 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

46.19. 85. 165 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
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