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Top Attackers 

79.182.198.48, Israel

46.117.61.150, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

79.182.198.48 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 6
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

109.65.180.78 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.243.173.51
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

217.69.133.248
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

89.139.21.127 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

185.3.147.244 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

74.82.47.56 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

46.117.61.150 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

46.117.61.150 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
E1A7EDDF2D8F84D9317C41D0A462EEF9F7B16B64AF408E0C722DC14A1019CF998FCA35CC3E81B
0841C7130EF08F872D2BF2C980E620E614B195AA6BE4CEAB2B3F579E25961E196C04613BF8D1823
5C8F3C060445BD3D11D7A267CE89CAF94E1138AB2DE3C7EBAB58FC6F1B4BF0992A8C724F77DC
47B609CBB6115D4C9AB24424, Observed
253AD88505B095EDFD86A13292235DA68B7AECD4D9AC408B1E1A77C8404CA0F56BECBC90668F
E5722BE93645E483520139B454F30F4AD1E48369B70FD3B0AF0625A3840988F02B9E78196FBC27B
F80DB07841327231D156C04D8A8109286E2F2931566

None 1
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