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Top Attackers 

109.65.54.98, Israel

109.253.211.92, Israel

109.67.162.31, Israel

66.249.64.175, Israel

209.126.127.17, United States

2.54.147.136, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.65.54.98 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 7

209.126.127.17 United States 147.237.0.121 Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

109.65.54.98 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

109.253.211.92 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

17.78.122.156 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

2.54.164.247 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 25

217.69.133.250
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

157.55.39.122 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

157.55.39.241 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 7

188.120.154.201 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

46.120.174.18 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

79.177.99.190 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 2

31.210.187.43 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.210.187.99 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.120.174.18 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.65.54.98 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in www.miluim-ishi.aka.idf.il/form3010 Block 2

109.67.162.31 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

2.54.147.136 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
898F52B308DECC59A589D2C110BEB2714DF0459B0F2AC08D9634D77DD482170498D87070DFA
B215B153E1C873138085FCA8D144B65C1B882D0C4B07DBFDFAB199243FDE293930C24182F603
B5C1D904A42415D86AEB3AB4E7FAF86A57BF76C3ED9F68D39CD011D19EA0E81FE3E6C478E9F30
5D69DB52C7DEFB87434FDE9B6496, Observed
F9C37C6BA1F2BAF39A5074EC3055993B073A9D2AAE6464DDDA1E92DC5DABB9E9F8434E6D9D7
3FF807516709678D74D196F9C6E5B55D9310168DD87D065E5C06539C51630273995A754D67C2
F6301B784C119EE24202A0B19CB1B346705E42AEFFED88B

None 1

109.253.211.92 Israel 147.237.0.121 Suspicious Response Code Block 1

66.249.64.175 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/apple-app-site-association Block 1
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