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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

46.19.86.63 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

149.88.255.171 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 130

46.19.85.109 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

149.88.2.223 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 112

46.19.86.59 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 33

46.19.86.59 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 30

2.53.20.121 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 25

2.53.20.121 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 25

37.26.147.203 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 23

46.19.86.59 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 23

37.26.147.203 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 18

188.93.56.121
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

37.26.147.203 Israel 147.237.0.121 Bad TCP sequence alert 16

37.26.147.203 Israel 147.237.0.121 Bad TCP sequence monitor 16

149.88.132.124 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 16

87.70.77.92 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 15

87.70.77.92 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 13

87.70.77.92 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 13

37.26.147.203 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 13

149.88.201.246 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

188.93.56.123
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.93.56.127
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.120.148.137 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

37.26.147.203 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

87.70.77.92 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 9

188.93.56.124
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

188.93.56.130
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

46.19.85.109 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

37.46.38.172 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

188.120.148.142 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

46.19.85.109 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 5

37.46.38.172 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 4

149.88.215.209 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4

89.139.131.19 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

37.46.38.172 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 4

93.172.171.146 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 1

46.117.229.213 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.54.131.247 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

93.172.171.146 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.117.229.213 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 1

2.54.131.247 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

93.172.171.146 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

79.179.38.151 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

37.26.147.229 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.22.135.139 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.117.229.213 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1
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