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Top Attackers 

212.235.13.100, Israel

213.8.204.67, Israel

37.26.149.236, Israel

188.120.155.170, Israel

192.118.78.57, Israel

62.219.44.242, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

2.54.145.112 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.88.138.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 49

217.194.159.14
Satellite
Provider

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

149.88.86.132 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 21

95.35.28.245 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 16

95.35.28.245 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 16

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

81.218.241.26 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 9

216.243.31.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

84.109.119.208 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.46.39.67 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.102.254.212 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.120.79.183 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

84.109.16.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.120.79.183 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

169.229.3.91 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

84.109.16.193 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.210.187.204 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

132.76.61.52 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

213.8.204.67 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

37.26.149.236 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.235.13.100 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

62.219.44.242 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

212.235.13.100 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

188.120.155.170 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
C30C662502A8CBC87BC54679975BEA70CAFCA6918962569663026888995DB4EE14BA815AE7
3E395903A5B66DD5276AEB7DAE2DE811C998212D66D4F1284D7900EF2141086825592DE9D91
5028DAE2C6706F37BA5F2E8A972D887600D124DA906C42C66751564C5E7976DE3B478E65E2E
65F29E413996B0475AC76BE861831539, Observed
F80EE2C20356BA7DDE6E24F41DE66FAD6DB6645BBB8D3774BFD2365967436899E015C63E6DA9
A477CFF8D79D3B84158D445DE2365C293907C842523D2A76EA9C6986D0701E7F91C66AE7555
EC001AA6F00DDB325B1E344315AF67C86AB9ED16AF49D60

None 1

212.235.13.100 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 212.235.13.100 (sigalgs DoS Attack) None 1

188.120.155.170 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

212.235.13.100 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

192.118.78.57 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

 04-07-2016-16:06:01 to 04-07-2016-17:06:01 

 04-07-2016-16:06:01 to 04-07-2016-17:06:01 


