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|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |SteNanme |9 gnature | Devi ce Action |Count |
199. 207.253. 101 |lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 547
212.179. 50. 200 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 232
199. 207. 253. 96 Lhited Sates |147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
54.240. 197. 227 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 165
93.172. 246. 14 | srael 147.237.0. 121 Bad TCP sequence noni t or 144
54. 240. 197. 226 Irel and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
149. 88. 140. 207 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
130. 119. 13. 66 Lhited Sates |147.237.0.121 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 46
85. 68. 1. 30 France 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
93. 172. 246. 14 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber alert 36
93.172. 246. 14 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 36
93. 172. 246. 14 | srael 147.237.0.121 SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 36
17.78.99. 182 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
94.188. 161. 250 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different wndow scal e noni t or 32
54. 240. 197. 225 Irel and 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
149. 88. 242. 84 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 24
149. 88. 86. 132 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19
149. 88. 40. 45 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
84.229.248. 7 | srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nuniber noni t or 4
142.105.39.9 Lhited Sates |147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
212. 25.82.123 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
84.229.248. 7 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber alert 4
84.229.248.7 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 4
193. 37.129. 170 | srael 147.237.0.121 Bad TCP sequence SYN+ACK retransmit with different w ndow scal e noni t or 2
109. 67. 154. 47 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 6 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
62.128. 48. 34 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
5.29.52. 29 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber alert 1
109. 67. 154. 47 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
194. 90. 66. 15 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
5.29.52. 29 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.179. 21. 194 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 247.227 |lhited Sates [147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
109. 67. 154. 47 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 1
193. 37.129. 170 | srael 147.237.0. 121 SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Geo Target Address |S t%S‘ gnature Action ‘Count
94.188. 161. 250 |l srael 147.237.0. 121 Mil tiple Mal formed URL from 94. 188. 161. 250 B ock 5
94.188. 161. 250 |l srael 147.237.0. 121 Mil tipl e Unknown HTTP Request Met hod from 94. 188. 161. 250 B ock 5
94.188. 161. 250 |l srael 147.237.0. 121 Miltiple Illegal Byte Gode Character in Method from94. 188. 161. 250 B ock 5
94, 188. 161. 250 |l srael 147.237.0.121 Mil tipl e Abnornal |y Long Request from 94.188. 161. 250 B ock 4
94.188. 161. 250 |l srael 147.237.0. 121 Mitiple |llegal Byte Gode Character in Header Nane from 94. 188. 161. 250 B ock 4
94.188. 161. 250 |l srael 147.237.0.121 Ml tipl e Abnornal |y Long Header Line from 94.188. 161. 250 B ock 4
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
94.188. 161. 250 |l srael 147.237.0. 121 ct 1 00$Cont ent A aceHbl geprel$t xt Per ut Bakasha ’ i i Bl ock 3
Mil tiple Untraceabl e SS. Sessions from94. 188. 161. 250 (Protocol viol ation
94.188. 161. 250 |l srael 147.237.0. 121 (SSL?CINN_APPLI CATI ON_DATA_EXCHANGE) ) ( None 2
94.188. 161. 250 |l srael 147.237.0.121 Miltiple Illegal Byte Gode Character in UR. from94. 188. 161. 250 B ock 2
94.188. 161. 250 |l srael 147.237.0. 121 Miltiple NLL Character in Header Nane from 94. 188. 161. 250 B ock 2
94.188. 161. 250 |l srael 147.237.0. 121 Miltiple Il11egal Byte Gode Character in Header Val ue from94.188. 161. 250 B ock 2
94.188. 161. 250 |l srael 147.237.0. 121 NLLL Character in LR | B ock 1
I'11egal e ode Qharacter in Paraneter Nane [ [#30] #25] 1 e [ [#23] 12 910[ [ #22
94. 188. 161. 250 [I srael 147.237.0. 121 [[#3%]][%8]]%'x:[[#24]]V\$142*[[#22]]tfpa~1VYl[9£%oI:_r]J1]1)|/-Di>£1[l St wel 23 P [#22]]. B ock 1
82.80.198. 164 |lsrael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
94.188. 161. 250 |l srael 147.237.0. 121 Mal f or ned HTTP Header Line 3 B ock 1
94, 188. 161. 250 |l srael 147.237.0.121 Illegal Byte Gode Character in Header Nane [[#22]]082QH @ «$Re[ [ #26] ] ' . %+ [#28]] A xarF3  |B ock 1
94. 188. 161. 250 |l sr ael 147.237.0. 121 Lhknown HTTP Request Met hod - 8ea€] [ #6]]] epUr By[ [#6]]1 1® c{ni @~ lvWPad[ [ #4]] & B ock 1
I11egal e ode Qharacter in ry Sring [[#30 #25] 11 W[ [ #23] 1! 110[ [ #22
94. 188. 161. 250 |l srael 147.237.0.121 [[#Z%]][E[M#s]]~r' » [[#24]]%1/;['?#22”irp%.[l[v@/;i%[ on5]|] well#23 ol [#22]]. Bock |1
94.188. 161. 250 |l srael 147.237.0. 121 Abnornal | y Long Header Line request header nane B ock 1
94, 188. 161. 250 |l srael 147.237.0.121 NLLL Character in Header Nane at U3, £][#11]][[#20]] OWNE[ [#5] ] B “[[#0]1; kf¢ B ock 1
94.188. 161. 250 |l srael 147.237.0.121 Mil tiple Illegal HITP \ersion from94.188. 161. 250 B ock 1
94.188. 161. 250 |l srael 147.237.0. 121 Mal formed URL | B ock 1
94.188. 161. 250 |l srael 147.237.0.121 Ill1egal Byte de Qharacter in Header Val ue B ock 1
94.188. 161. 250 |l srael 147.237.0. 121 Mil tiple NJLL Character in Method from 94.188. 161. 250 B ock 1
94.188. 161. 250 |l srael 147.237.0. 121 Ill1egal Byte Gode Character in URL | B ock 1
94, 188. 161. 250 |l srael 147.237.0.121 Abnornal | y Long Request et hod B ock 1
NULL Character in Method
U A, P»5V* T1 faYz  Td on1%a ‘o) [[ #4 #12]] 6} yE, 25, BY, G=dW t ba- E_, -6@0qy ", [ [ #0]]"
04.160.101. 250 \srae (147.237.0.028| v o) ! ey 2] 4261 ot 461 £ £ [4160) @61 by ) (L1911 (11 [2OK [1
11 ZEM2[ [ #15] | EAu*f =Y ™
94.188. 161. 250 |l srael 147.237.0.121 Ml ti pl e Mal formed HTTP Header Line from 94.188. 161. 250 B ock 1
94.188. 161. 250 |l srael 147.237.0. 121 Illegal Byte Gode Character in Method - 8gac][#6]]]epU By[[#6]]11 1® c{ai @~ IvWPoF[ [ #4]] & B ock 1
94.188. 161. 250 |l srael 147.237.0. 121 Il1egal HITP \krsion B ock 1
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