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Top Attackers 

94.188.161.250, Israel

195.160.242.40, Israel

5.22.131.102, Israel

79.180.166.9, Israel

Top Attackers

Number
Of

Attacks

0

60

10

20

30

40

50

94
.1
88
.1
61
.2
50
, 
Is
ra
el

19
5.
16
0.
24
2.
40
, 
Is
ra
el

5.
22
.1
31
.1
02
, 
Is
ra
el

79
.1
80
.1
66
.9
, 
Is
ra
el

 04-07-2016-14:06:00 to 04-07-2016-15:06:00 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

94.188.161.250 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 830

136.237.18.10 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 195

149.88.140.207 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 128

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 127

134.222.104.250 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

17.78.122.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

17.78.78.32 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

17.78.87.63 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

192.115.177.203 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 25

66.102.6.90 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

5.102.254.104 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

85.130.215.253 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

37.46.41.201 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

81.218.241.26 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

188.120.154.5 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

141.212.122.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

82.81.193.82 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

141.212.122.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

82.81.193.82 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

85.130.215.253 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

37.46.38.69 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

94.188.161.250 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Name from 94.188.161.250 Block 6

94.188.161.250 Israel 147.237.0.121 Multiple Unknown HTTP Request Method from 94.188.161.250 Block 6

94.188.161.250 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Method from 94.188.161.250 Block 6

94.188.161.250 Israel 147.237.0.121 Multiple Malformed URL from 94.188.161.250 Block 6

94.188.161.250 Israel 147.237.0.121 Multiple Abnormally Long Request from 94.188.161.250 Block 5

94.188.161.250 Israel 147.237.0.121 Multiple NULL Character in Header Name from 94.188.161.250 Block 3

94.188.161.250 Israel 147.237.0.121 Multiple Illegal Byte Code Character in Header Value from 94.188.161.250 Block 3

94.188.161.250 Israel 147.237.0.121 Multiple Malformed HTTP Header Line from 94.188.161.250 Block 3

94.188.161.250 Israel 147.237.0.121 Multiple Abnormally Long Header Line from 94.188.161.250 Block 3

94.188.161.250 Israel 147.237.0.121 Multiple Illegal HTTP Version from 94.188.161.250 Block 2

195.160.242.40 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

94.188.161.250 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 94.188.161.250 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

94.188.161.250 Israel 147.237.0.121 Multiple Illegal Byte Code Character in URL from 94.188.161.250 Block 1

94.188.161.250 Israel 147.237.0.121 Malformed HTTP Header Line 2 Block 1

94.188.161.250 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

94.188.161.250 Israel 147.237.0.121 Too Many Headers per Request - 47 Headers Block 1

94.188.161.250 Israel 147.237.0.121

Illegal Byte Code Character in Method
‚_;þÕÂFiÙº$yþ‡e¿ùÍë¦F[[#25]]¸ñYÃþ[[#26]]&[[#30]]ö}“t•T5öî—¶Dú½m6§Ž¼‚8±ï'ýŸÁ[[#1]]ÒÌ[[#1
6]]uõíÃý1'øMEº2±[[#5]]œ)±n00²ºá©n+×¥T•[[#30]][[#16]]{‚;"gµ[[#11]]Ò•p[[#19]]/ÿ#012úÖâÈ•f[
[#26]]Ô’Cžp«M[[#2]]þò¹[[#1]]¨@gð[[#31]]•õÚ^½¸°g´=öA4[[#12]]Å*Î2ÂðT[[#3]]H¹:!-ß‰¨[[#20]]
Bó

Block 1

94.188.161.250 Israel 147.237.0.121
NULL Character in Header Name at ¦Òcþ€·£Ó²¹f2Î
@èTG±•À[[#14]]NÔCtè5ïO[[#4]]†´wWcí…d!2‘Ñ[[#1]]²ŠÇ!†ÛR (-d.-qÜæi^s‰’[[#7]]Þ&¦ë7[[#7]]K
+[[#0]]#011âçã´­3[[#14]]Róór[[#17]]2Û¬d€Ü§Yš¶1;úqŽV§S[[#12]][[#21]]

Block 1

94.188.161.250 Israel 147.237.0.121 Malformed URL ¸t Block 1

94.188.161.250 Israel 147.237.0.121 Abnormally Long Request method Block 1

94.188.161.250 Israel 147.237.0.121

Unknown HTTP Request Method
‚_;þÕÂFiÙº$yþ‡e¿ùÍë¦F[[#25]]¸ñYÃþ[[#26]]&[[#30]]ö}“t•T5öî—¶Dú½m6§Ž¼‚8±ï'ýŸÁ[[#1]]ÒÌ[[#1
6]]uõíÃý1'øMEº2±[[#5]]œ)±n00²ºá©n+×¥T•[[#30]][[#16]]{‚;"gµ[[#11]]Ò•p[[#19]]/ÿ#012úÖâÈ•f[
[#26]]Ô’Cžp«M[[#2]]þò¹[[#1]]¨@gð[[#31]]•õÚ^½¸°g´=öA4[[#12]]Å*Î2ÂðT[[#3]]H¹:!-ß‰¨[[#20]]
Bó in URL 

Block 1

94.188.161.250 Israel 147.237.0.121 Multiple NULL Character in Method from 94.188.161.250 Block 1

94.188.161.250 Israel 147.237.0.121
Illegal Byte Code Character in URL ›ֻ/™Ùc]×½[[#25ֲ[[•פ­¶ײ]]#21ד›]]™ֿ
a[[#23]][[#29]]e(°•[šfßŠ,[[#15]]ּoבmb•Ü•x‎

Block 1

5.22.131.102 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

94.188.161.250 Israel 147.237.0.121
NULL Character in Method
[[#25]]•Ñ×Ì‡î¸bËÃ(Ñ[[#0]]õŠ‘©é•Î¶ÇS[[#14]][[#23]]bSl#012[[#8]][[#14]]ó[ªèÜJñd^•7KË60[[#18]
]m˜ž'[[#4]]Q2CÒ—Ø ÐÈ£³¼ÖMßìFì

Block 1

94.188.161.250 Israel 147.237.0.121 Illegal Byte Code Character in Header Name 8D])[[#21]]ÀK'¹(¤—¦B<ÿö± Block 1

94.188.161.250 Israel 147.237.0.121 Illegal HTTP Version Block 1

79.180.166.9 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

94.188.161.250 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

94.188.161.250 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1
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