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Top Attackers

W 37.26.147. 141, |srael
192. 114. 91. 247, |srael

W 46.19.86.132, Israel
83.130. 123. 70, |srael

W 91.231. 193. 150, |srael

W 31.154. 168. 103, |srael

[ 84.109. 24. 43, |srael

W 217.194.197. 154, |srael
5.29.60.198, |srael

W 149. 78. 206. 155, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
37.26.147. 141 | srael 147.237.0.121 Anonal y-SSL-renegotiation-Ai dest - r eset BBL- | srael 23
46.19. 86. 132 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 6
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

Target Address |S t% Nanme

149. 88. 146. 176 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 511
199. 207.253. 96 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 448
199. 207. 253. 101|Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 336
66. 249. 78. 244 |United Sates 147. 237.0. 121 Sreanhng Eljgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 324
Ret r ansn ssi on dr opped.
83. 130. 123. 70 | srael 147. 237. 0. 121 Sreani\ng Eﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 162
Ret r ansni ssi on dr opped.
192. 146.6. 2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
46. 19. 86. 132 I sragl 147.237.0. 121 Sreanimg qui ne: TP Invalid Inval i d segnent retransnission. Packet drop 45
Ret r ansm ssi on dr opped.
17.78.122.217 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
167.220. 196. 117|United Kingdom [147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 37
194.177.16.3 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
17.78.99. 182 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33
17.78.122.156 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
217.69. 133. 252 :ZZ::FI on 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 16
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
66.102. 7. 186 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
213.57.76. 56 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 8
157.55.39. 217 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 5
62.219. 224. 138 |lsrael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.181.51.233 |lsrael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.22.131. 77 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
87.69. 1. 26 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 1
149. 50. 8. 20 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
5. 102. 254. 23 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 127 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
149. 88. 81. 78 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1
176. 228. 144. 200|| srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
46.19.85.127  |Israel 147.237.0.121| |Bad TGP sequence if;&gﬂ( retransmt with different wndow o, oo 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Oount
91.231.193. 150 |Israel 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 2
Ostributed Parameter Type Mol ation on
212.199.180. 36 I srael 147.237.0.121 wn il ui mi shi . aka. i df.il/ajax/order/confirnorder.aspx parangter accept Bl ock !
84.109.24.43  [israel 147.237.0.121| |Dstributed Paraneter Type Violationon B ock 1
wan il ui mi shi.aka.idf.il/ajax/order/confirnorder.aspx paraneter accept
DOstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter
149.78.206. 155 |l srael 147.237.0.121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
5.29. 60. 198 I'sr ael 147.237.0. 121 |Dstributed Paraneter Type Violationon B ock 1
wan il ui mi shi.aka.idf.il/ajax/order/confirnorder.aspx paraneter accept
DOstributed Parameter Type Mol ation on
217.194.197. 154(I srael 147.237.0.121 wn il ui mi shi . aka. i df.il/ajax/order/confirnorder.aspx parangter accept Bl ock !
85. 250. 233. 188 |l srael 147.237.0. 121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
192.118. 22. 242 |l srael 147.237.0. 121 Paraneter Type M ol ation accept in v nil ui mishi.aka. idf.il/aj ax/order/confirnorder.aspx B ock 1
DOstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/login parangter
31. 154. 168. 103 |l srael 147.237.0.121 ct1 00$Cont ent Al acebbl der 18t xt Pass B ock 1
Dstributed Paraneter Type Mol ati on on vwwv ml ui mishi.aka.idf.il/general petition paraneter
195.62. 30. 20 | srael 147.237.0. 121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1$ct 100 in
37.26.147. 141 |lsrael 147.237.0.121 v i | ui mishi - aka. i df . i1/fornB010 B ock 1
128. 139. 14. 56 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Gont ent A acetbl der 1$t xt Pass in ww m | ui mi shi. aka.idf.il/login |B ock 1
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