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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
81. 218. 206. 82 | srael 147.237.0. 121 Bl ock Udp All Nets drop BA.- | srael 3
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|Top Attackers In ID|

Attacker Address |Attacker Geo |Target Address

|Std Sgnature | count |
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
192. 115. 67.2 | srael 147.237.0.121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 1
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|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |S t% Name Sgnature
17.78.122. 217 gﬁ;ttg: 147.237.0. 121 Geo-l ocati on enf or cenent Geo- 1 ocation i nbound enf or cenent drop 108
85. 158. 139. 107 |Eur ope 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
74.91. 23. 166 ;q;:ee: 147.237.0. 121 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 60
158. 116. 225. 69 g‘;tt:: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 53
85. 65. 24. 204 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 49
141. 143. 212. 226|Bel gi um 147.237.0. 121 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 42
140. 242. 217. 2 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
66. 249 78. 6 Lhi ted 147.237. 0. 121 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Sates Ret r ansni ssi on dr opped.
213.57.76. 56 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 33
192. 114. 91. 247 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 27
137.254.4.6 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 27
218.103. 130. 124|Hong Kong |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
82. 80. 196. 44 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 25
82. 80. 196. 44 | srael 147.237.0. 121 Bad TCP seguence I nval i d sequence nunber noni t or 25
194.90. 119. 123 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 25
82. 80. 196. 44 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 25
66.102. 6. 127 g;:: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
66. 102. 6. 72 g‘;:ﬁd 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 19
198. 199. 66. 127 g;:: 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 17
109. 67. 204. 222 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 16
212. 143. 234. 249|l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 16
192. 116. 108. 242|l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 16
109. 67. 204. 222 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 16
212, 143. 234. 249]l srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 16
212.143. 234. 249]| srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 16
192. 116. 108. 242|l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 16
66. 102. 6. 84 gﬁ;ttg: 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 13
66. 102. 9. 61 Lsh'mt:g 147.237.0. 121 Geo-l ocati on enf or cenent Geo-| ocation i nbound enf or cenent drop 13
217. 68. 8. 59 CGer many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
192. 116. 108. 242|l srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 10
85. 65. 24. 204 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 9
85. 65. 24. 204 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 5
199. 203. 26. 34 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 5
185. 127. 10. 38 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
185.97.81.100 |Ireland 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 4
185. 127. 10. 38 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 4
81.218.241.26 |lsrael 147.237.0. 121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91. 199. 69. 254 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 4
185.127.10.38 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 4
188.120. 148. 18 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 3
192. 115.83.5 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
212.235.98.139 |lsrael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 2
212.179.21.194 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 85. 127 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.121. 244. 203 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.179. 28. 34 | srael 147.237.0.121 Bad TCP seguence Inval id ACK nunber noni t or 1
81.218.101. 2 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
199. 203. 26. 34 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
192.115.83.5 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
46. 120. 69. 238 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber aert 1
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|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |S t% Sgnature Acti on ‘Oount

212.235. 13. 100 |l srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: sigal gs DoS At ack None 5
Ostributed Paraneter Type Mol ati on on v ml ui mishi.aka.idf.il/general petition paraneter

31.168.213.69 |Israel 147.237.0.121 ct | 00$ont ent P acetbl der 1$t xt Per ut Bakasha Bl ock 4

62. 219. 155. 227 |1 srael 147 237. 0. 121 Paramat er Typg \Vial gtl on ct| 00$Cont gnt'Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwwv m | ui mishi.aka.idf.il/general petition

212.235.13. 100 |l srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1

185.97.81. 100 |lrel and 147.237.0. 121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1

2.55. 24. 86 | srael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 16t xt1d in wwv nil ui mishi.aka. idf.il/login B ock 1

188. 120. 148. 18 |1 srael 147 237. 0. 121 D stributed Paraneter Type Mol ation on vww mil ui mi shi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
par anet er accept

192. 115. 67. 2 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLGONN CLIENT HALLO None 1
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