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81.199. 122. 60, | srael

62. 210. 113. 143, France
68.180. 228. 160, Lhited Sates
188. 165. 15. 99, France
176.9.92. 99, Germany

66. 249. 67. 61, |srael
147.236.31. 111, Israel

82.80. 17. 163, |srael
207.46.13.127, lhited Sates
62. 219. 254. 22, |srael




10-14-2015 to 10-15-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte | gnature | Devi ce Action | P | ocati on. Locat i on

62. 219. 254. 22 | srael 147.237.77. 17 nazi.idf.il |Block Udp All Nets drop BBL- | srael 21
31.180. 169. 111 Russi an Federation 147.237.77. 17 nazi.idf.il |Invalid L4 Header Length drop BBL- Fr ankf urt 8
31.180.169. 111 Russi an Federati on 147.237.77. 17 nazi.idf.il |lnvalid TGP H ags drop BBL- Fr ankf urt 5
93. 174. 93. 146 Net her | ands 147.237.77. 17 nazi.idf.il |Invalid TGP H ags drop BBL- Fr ankf urt 1




10-14-2015 to 10-15-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |S te \S gnat ure |Davi ce Action \Ooum |
62.210. 113. 143 |Fance 147.237.77.17 |mazi.idf.i1|16798: HITP. G\U Bash HITP Header Renote Code Execution Vul nerability B ock 170
81.199. 122. 60 | srael 147.237.77.17 |mazi.idf.il|1633: HITP: V¥¢bDAV Protocol PRCPFIND Met hod B ock 59
106. 38.241. 106 |China 147.237.77.17 |nazi.idf.il|CLO3: HITP: User Agent Sogou-+web-+spi der B ock 1
94.22.123. 234 F nl and 147.237.77.17 |nazi.idf.il|CL000106: HITP. naj estic bot B ock 1




10-14-2015 to 10-15-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 67. 248 Lhited Sates 147.237.77.17 |nazi.idf.il |[ET SCAN NVAP -sA (2) 2
66. 249. 67. 144 Lhited Sates 147.237.77.17 |nazi.idf.il |[ET SCAN NVAP -sA (2) 2
51. 254. 44. 137 United Kingdom |[147.237.77.17 |nazi.idf.il|ET SCAN Behavioral Lhusual ly fast Terminal Server Traffic, Potential Scan or Infection 1
128. 199. 53. 63 S ngapor e 147.237.77.17 |nazi.idf.il|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
173.174. 30. 145 Lhited Sates 147.237.77.17 |nazi.idf.il |ET SCAN Potential SSH Scan 1
118. 144. 88. 169 Chi na 147.237.77.17 |nazi.idf.il |ET SCAN Potential SSH Scan 1
128. 199. 167. 194 |S ngapor e 147.237.77.17 |nazi.idf.il|ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




10-14-2015 to 10-15-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Ste

Sgnature

46.19. 85. 134 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber alert 49
46.19. 85. 134 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 49
212. 143. 82. 159 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 36
62.210.113. 143 |Fance 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 24
188. 120. 148. 136l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 12
46.19. 85. 178 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 9
46.19.85. 71 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 9
46.19. 85. 133 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 215 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 8
95. 84. 202. 188 gs:;;”i on 147.237.77.17 |nazi .i df .i|Bad TCP sequence SN retransnit with different w ndow scal e moni t or 8
80. 249. 176. 14 :Zg::tnim 147.237.77. 17 |nazi .i of .i |drop drop 8
5. 102. 254. 89 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 6
77.52.152.100 |lkrai ne 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 4
77.52.152.100 |krai ne 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
208.115.113.91 |Lhited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 4
77.52.152.100 |Wkraine 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 86. 238 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
46.19.85. 1 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.32.135 I'sr ael 147.237.77. 17 |nazi .i df .i “Wg aSteir(;/ner Enf or cenent Véb Servers S ow HITP Cenial of Service rej ect 2
46.19. 85. 199 | srael 147.237.77. 17 |nazi .i df . i|Bad TCP sequence Invalid ACK nunber noni t or 2
80.249.83.173 |Belarus 147.237.77. 17 |nazi .i df . i |drop drop 2
54.72.0. 55 Irel and 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 172 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
176. 13. 18. 180 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransmt wth different wndow scal e noni t or 1
46.19. 85. 12 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 1
91.122.198.9 RUSS| an 147.237.77. 17 |nazi . idf.i|Bad TCP sequence Inval id ACK nunber aert 1
Feder ati on
80. 246. 130. 205 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 109 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
192.116. 197. 84 |l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 1
95.91.203. 134 |Ger many 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.149.229 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
85.140.0. 131  |¥SS'an 147.237.77. 17 |nazi . i df .i [Bad TGP sequence I'nval i d AGK nunber alert 1
Federation
79.182.111. 41 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 1
188. 69. 214. 166 |Lithuani a 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 34 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
91.122.198.9  |¥SS'an 147.237.77. 17 |nazi . i df .i [Bad TGP sequence I'nval i d AGK nunber noni t or 1
Federation
80. 246. 133. 54 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 1
131. 253.24.7 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 1
37.26.149.229 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
85.140.0.131  [sSian 147.237.77.17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber roni t or 1
Federation
80. 246. 130. 188 |l srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 1
70. 208. 21. 40 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 154 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
159. 203. 70. 121 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
85.140.0 131  |¥sSIan 147.237.77. 17 |nazi .i of . i |dr op Wnexpect ed post SYN packet - RST or SWN drop 1
Federati on expect ed
80. 246. 130. 205 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
70. 208. 21. 40 Lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
46.19. 86. 109 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
192.116. 197. 84 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 1
95.91.203. 134  |Cer many 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1




10-14-2015 to 10-15-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address|Ste ‘S gnature Acti on ‘Count
81.199. 122. 60 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/7/1657.) pg Bl ock 143
81.199. 122. 60 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed HTTP Met hod Bl ock 143
68. 180. 228. 160 |lhited Sates |147.237.77.17|nazi.idf.i|Uhauthori zed URL Access to nazi.idf.il/sip storage/files B ock 78
82 80 17. 163 lsrael 147 237. 77. 17 \razi i of i Par_an_et er Type Mol a_lti on Mast er $ucHeader $ucSear chCont r ol $t xt Search in B ock 24
nazi . idf.il/6547-heligf . aspx
176.9. 92. 99 CGer many 147.237.77. 17 |nazi .idf.i|lllegal Byte Gode Character in Header Val ue Bl ock 24
147.236.31. 111 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 24
66. 249. 64. 145 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 13
77.237.138. 202 g‘;‘gﬂc 147.237.77.17 nazi .i df . i |Unaut hori zed UR. Access to / B ock 13
66. 249. 64. 155 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 13
79.176.169. 251 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 13
188.165.15.99 |Rance 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to www nazi.idf.il/14-5475-he B ock 13
207. 241. 237. 227|Wnited Sates [147. 237. 7. 17 |z . i o . [AULNOrT zed URL Access to B ock 13
wan nazi . i df . i1/t enpl at es/ shar ed/ user control s/ newsgal | ery/

207. 46. 13. 24 Lhited Sates |147.237.77.17|nmazi.idf.i|Uaut hori zed UR. Access to nazi.idf.il/4085- he/ Bl ock 13
159. 203. 70. 121 |lhited Sates |147.237.77.17|nazi.idf.i|D stributed Unaut hori zed URL Access on / Bl ock 12
131.253.24.10 |Lhited Sates |[147.237.77.17|nazi.idf.i|Wauthorized URL Access to 147.237.77.17/si p_storage/fil es/ 0/ 7590. | pg B ock 12
212.143.39. 125 |Israel 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed UR_ Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 12
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 12
2.54.145. 68 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. | pg B ock 12
188. 165. 15. 99 France 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-8348-he Bl ock 12
157. 55. 39. 63 Lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/ 607-heli gf . aspx Bl ock 12
66. 249. 67. 155 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/tenpl ates/shared usercontrol s/ newsgal | ery/ B ock 12
207.46.13.127 |lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/5010- 9094- he/ i gf . aspx Bl ock 12
171.96.177.211 |Thailand 147.237.77. 17|nazi .idf.i|Uhaut hori zed URL Access to 147.237.77. 17/ 3850-5216- he/ i gf . aspx B ock 12
141.212. 122. 112|Lhited Sates |[147.237.77.17|nazi.idf.i|Mlfornmed URL proxytest.znap.io: 80 B ock 12
66. 249. 67. 67 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 3/ 1613. | pg Bl ock 12
212.179. 46. 50 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 12
188.165.15.99 |Rance 147.237.77. 17 |nazi .idf.i|Uhaut hori zed LR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/  |B ock 12
37.26.148. 136 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx Bl ock 12
157. 55. 39. 95 Lhited Sates |[147.237.77.17|nazi.idf.i|Uaut horized URL Access to 147.237.77.17/5013- he/i gf . aspx B ock 12
66. 249. 67. 248 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed LRL Access to nazi.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery/  |B ock 12
207.46.13.127 |lhited Sates |147.237.77.17|nazi.idf.i|Uhaut horized URL Access to 147.237.77.17/5477-he/i gf . aspx Bl ock 12
66. 249. 67. 73 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 12
37.142. 68. 80 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed HTTP Met hod B ock 12
157. 55. 39. 96 Lhited Sates |[147.237.77.17|nazi.idf.i|Waut horized URL Access to 147.237.77.17/ B ock 12
131. 253.24.7 Lhited Sates |[147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 12
68. 180.228. 160 |lLhited Sates |147.237.77.17|nazi.idf.i|Unhaut horized URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 12
66. 249. 67. 61 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ Bl ock 12
176.9. 92. 99 Ger many 147.237.77. 17 |nazi .idf.i|[Mil tiple |llegal Byte Gode Character in Header Val ue from176. 9. 92. 99 Bl ock 12
157. 55. 39. 46 Lhited Sates |147.237.77.17|nazi.idf.i|Uaut horized URL Access to 147.237.77.17/ 5528- hel i gf . aspx B ock 12
66.249. 67. 146 |l srael 147.237.77. 17 |nazi . i of .i ifa;;;‘(’” zed R Access to igf.idf.il/113- 11581 he/ xaexex? xx'xexcexs B ock 12
46. 116. 200. 228 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571- he/i gf . aspx Bl ock 12
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