05-04-2016-14:05:04 to 05-04-2016-15:05:04

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

|Top Targets |

Nurmber 84
a 7-
Attacks

&

N\

&

Top Tar get

[Top Attackers |

Nunmber
a

Attacks

W 81. 218. 65. 210, Israel
169.229.3.91, Lhited Sates

M 103.231.241.37, Philippines
66. 249. 69. 2, |srael

W 192 115.67.2, Israel

Top Attackers




05-04-2016-14:05:04 to 05-04-2016-15:05:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
81. 218. 65. 210 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BB.- | srael 6
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|Top Attackers In FW |
Attacker Address
5.102. 254. 223

| Attacker Geo

| Target Address

|Ste |9 gnature | Devi ce Action | count
| srael 147.237.77. 17 nazi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
199. 203. 93. 50 | srael 147.237.77. 17 nazi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |Ste ‘S gnature Action ‘Oount
169. 229.3.91 ;h;ttsg 147.237.77. 17 |nazi .i df . i [INJLL Character in Header Nanme at B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
169. 229. 3. 91 gq;;;d 147.237.77. 17 |nazi .idf.i|ll 1 egal Byte Gode Character in Header Nane B ock 1
169. 229. 3. 91 g';tt:: 147.237.77. 17 |nazi . i df . i [Unknown HTTP Request Method UG8 €[[#5]] in URL B ock 1
103. 231.241. 37 |Philippines [147.237.77.17 |nazi.idf.i|PHP Attenpt B ock 1
169. 229.3.91 léh;tt:: 147.237.77. 17 |nazi .idf.i|lllegal Byte Gode Character in Method UG€][#5]] B ock 1
192. 115. 67. 2 | sragl 147. 237 77. 17 |azi i f . i Lgsa;)t( horized URL Access to www mazi.idf.il/4070-11595- he/ mpal [1ON Npbnn B ock 1
103. 231.241. 37 |Philippines |147.237.77. 17 |nazi.idf.i|lhaut hori zed UR. Access to nazi.idf.il/wp-Iogin. php B ock 1
169. 229. 3. 91 léh;ttsg 147.237.77. 17 |nazi .idf . i|Mal f or med URL B ock 1
169. 229. 3. 91 léh'alt:: 147.237.77. 17 |nazi . i df.i|Abnormal |y Long Header Line request header nane B ock 1
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