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Top Attackers 

89.139.150.224, Israel

81.218.65.210, Israel

66.249.65.18, Israel

2.53.41.1, Israel

212.129.15.245, France
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

 04-29-2016-17:05:00 to 04-29-2016-18:05:00 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 04-29-2016-17:05:00 to 04-29-2016-18:05:00 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

89.139.150.224 Israel 147.237.77.17 mazi.idf.il ET WEB_SERVER Fake Googlebot UA 1 Inbound 4

212.129.15.245 France 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

 04-29-2016-17:05:00 to 04-29-2016-18:05:00 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

82.166.140.117 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 9

73.205.69.158 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

85.64.132.111 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

73.205.69.158 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

104.209.188.207 United States 147.237.77.17 mazi.idf.il Instant Messengers instant messenger pattern found, application: Skype monitor 1

79.180.234.149 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

208.115.111.75 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

 04-29-2016-17:05:00 to 04-29-2016-18:05:00 



Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

2.53.41.1 Israel 147.237.77.17 mazi.idf.il Unauthorized URL Access to mazi.idf.il/templates/newslist/mobile Block 1

66.249.65.18 Israel 147.237.77.17 mazi.idf.il Unauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 1

 04-29-2016-17:05:00 to 04-29-2016-18:05:00 
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