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Top Attackers 

81.218.65.210, Israel

192.243.55.138, United States

192.243.55.135, United States

192.243.55.134, United States

66.249.81.217, Europe

192.243.55.132, United States

66.249.69.241, Israel

192.243.55.136, United States

192.243.55.131, United States

149.88.44.191, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.65.210 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 6
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.81.217 Europe 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 33

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 29

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 25

192.243.55.134 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 24

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 20

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 18

192.243.55.133 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 17

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 16

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 16

192.243.55.134 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 16

5.22.131.5 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 16

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 15

192.243.55.130 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 15

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 15

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 14

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 13

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 13

192.243.55.138 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 13

192.243.55.136 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 13

192.243.55.134 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 12

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 12

192.243.55.134 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 12

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 10

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

192.243.55.134 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 9

192.243.55.131 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 9

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 8

192.243.55.137 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 8

109.64.79.250 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 8

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 8

192.243.55.132 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 7

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 7

192.243.55.135 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 7

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 7

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 7

192.243.55.129 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 6

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 6

192.243.55.137 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 5

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 5

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.137 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 3

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 3
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

192.243.55.138
United
States

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.138 Block 2

192.243.55.133
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8344-he Block 1

192.243.55.135
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-10106-he Block 1

192.243.55.131
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery Block 1

192.243.55.138
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-5475-he Block 1

192.243.55.134
United
States

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.134 Block 1

192.243.55.136
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 1

192.243.55.132
United
States

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.132 Block 1

192.243.55.134
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8334-he Block 1

66.249.69.241 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8348-he Block 1

192.243.55.137
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
igf.idf.il/templates/newslist/www.idiegogo.com/projects/121440

Block 1

192.243.55.132
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8335-he Block 1

192.243.55.135
United
States

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 192.243.55.135 Block 1

149.88.44.191 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1
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