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81.218. 65. 210, |srael
192.243.55. 138, Lhited Sates
192.243.55.135, Lhited Sates
192.243.55. 134, Lhited Sates
66. 249. 81. 217, Europe
192.243.55. 132, Lhited Sates
66. 249. 69. 241, | srael
192.243.55. 136, Lhited Sates
192.243.55.131, lhited Sates
149. 88. 44. 191, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
81. 218. 65. 210 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BB.- | srael 6
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|Ste
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
66. 249. 81. 217 Eur ope 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |S gnature |Devi ce Action |Count |
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAK retransmit with different w ndow scal e noni t or 33
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence [SYNtPAXK retransmt wth different w ndow scal e noni t or 29
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFACK retransmit wth different w ndow scal e noni t or 25
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 24
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 20
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAXK retransmit wth different w ndow scal e noni t or 18
192. 243. 55. 133 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 16
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 16
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACK retransmit wth different w ndow scal e noni t or 16
5.22.131.5 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 16
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 15
192. 243. 55. 130 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence [SYNtPAXKK retransmt wth different w ndow scal e noni t or 15
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFAK retransmit wth different w ndow scal e noni t or 14
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACK retransmit wth different w ndow scal e noni t or 13
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 13
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 13
192. 243. 55. 136 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
192. 243. 55. 134 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFAK retransmit wth different w ndow scal e noni t or 12
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 12
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 10
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 9
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 9
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 9
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 9
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nmazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 8
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |SYNPAXK retransmit wth different w ndow scal e noni t or 8
109. 64. 79. 250 | srael 147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 8
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 8
192. 243. 55. 132 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 7
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber aert 7
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 7
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 7
192. 243. 55. 129 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 6
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 6
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 5
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 5
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber aert 5
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 137 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 3
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Geo ‘Target Address [Ste ‘S gnature Action ‘Oount
192. 243. 55. 138 glattees 147.237.77. 17 |nazi .idf . i |Mul ti pl e Whaut hori zed URL Access from 192. 243. 55. 138 B ock 2
192. 243.55. 133 g;gs 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8344-he B ock 1
192. 243. 55. 135 glattees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/14-10106- he B ock 1
192. 243.55. 131 ;Egs 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to igf.idf.il/tenpl ates/ shared/ usercontrol s/ newsgal | ery B ock 1
192. 243. 55. 138 glattees 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-5475-he B ock 1
192. 243. 55. 134 g;gs 147.237.77. 17 |nazi . i df . i [Mul ti pl e Unaut hori zed URL Access from 192. 243. 55. 134 B ock 1
192. 243. 55. 136 glattees 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to igf.idf.il/tenpl ates/ newslist/undefined B ock 1
192. 243. 55. 132 g;gs 147.237.77. 17 |nazi . i df . i |Mul ti pl e Unaut hori zed URL Access from 192. 243. 55. 132 B ock 1
192. 243. 55. 134 glattees 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8334-he B ock 1
66. 249. 69. 241 |l srael 147.237.77. 17 |nazi .idf.i|Lhaut hori zed UR. Access to nazi.idf.il/14-8348-he B ock 1

Lhited .. . JUhaut hori zed URL Access to
192.243.55. 137 Sates 147.237.77. 17 nazi i df .| igf.idf.il/tenplates/newslist/wwidi egogo. cont proj ect s/ 121440 Bl ock !
192. 243. 55. 132 ;h;ttee: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8335-he B ock 1
192. 243. 55. 135 ;h;:(j: 147.237.77. 17 |nazi . idf . i |Mul ti pl e Unaut hori zed URL Access from 192. 243. 55. 135 B ock 1
149. 88. 44.191 |lsrael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 1

04-28-2016-15:05:04 to 04-28-2016-16:05:04



