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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address
192. 243. 55. 137

|gte

|9 gnature | Device Action |DP location. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-27-2016-14:05:04 to 04-27-2016-15:05:04

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address | gnature
163. 172. 140. 23 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Devi ce Action |Count |
41.191. 97. 46 Ghana 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 25
192.243.55. 135 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNPAXK retransmit wth different w ndow scal e noni t or 23
192. 243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNNACK retransmit with different w ndow scal e noni t or 22
192. 243.55.129 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 21
192.243.55. 136 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNPNACXK retransmt wth different w ndow scal e noni t or 20
192.243.55.129 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 20
192.243.55. 129 |lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 19
192.243.55. 135 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 17
192. 243.55. 137 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNNACXK retransmit with different w ndow scal e noni t or 15
192.243.55.130 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNtPACXK retransnmit with different w ndow scal e noni t or 15
192.243.55. 135 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 14
192.243.55.133 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNW\AXK retransnmit with different w ndow scal e noni t or 14
192.243.55. 137 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 14
192.243.55. 131 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |SYNPAK retransmit wth different w ndow scal e noni t or 14
192.243.55.129 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 13
192.243.55.135 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 12
192.243.55. 136 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 12
192.243.55.132 |lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 12
192.243.55.138 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNW\ACXK retransmit with different w ndow scal e noni t or 12
192.243.55. 136 |lhited Sates 147.237.77.17 |mazi.idf.il|SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 12
192.243.55.131 |lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence noni t or 12
192.243.55.135 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber aert 11
192.243.55. 133 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 11
192.243.55.133 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 10
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNW\ACXK retransmit with different w ndow scal e noni t or 10
192.243.55. 130 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 10
192. 243.55.132 |lhited Sates 147.237.77.17 |nmazi.idf.il|Bad TCP sequence |SYNNACK retransmit with different w ndow scal e noni t or 10
192.243.55.131 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 9
192.243.55. 137 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192.243.55.130 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 8
192.243.55. 137 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 8
192.243.55. 130 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TGP sequence noni t or 8
192.243.55.136 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 8
192.243.55.136 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber aert 7
192.243.55. 132 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 7
192.243.55.131 |lhited Sates 147.237.77. 17 |nazi.idf.il||SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 7
192.243.55. 132 |lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 7
192.243.55.131 |lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 6
192.243.55.138 |Lhited Sates 147.237.77. 17 |nazi.idf.il{SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 6
192.243.55.133 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |lnvalid ACK nunber aert 6
192.243.55. 130 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber alert 6
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACK nunber noni t or 5
192.243.55. 138 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 5
192.243.55. 133 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TGP sequence noni t or 4
192.243.55.138 |lhited Sates 147.237.77. 17 |nazi.idf.il|Bad TCP sequence noni t or 4
192.243.55.134 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence noni t or 4
192.243.55. 134 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
192.243.55.138 |Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |lnvalid ACXK nunber alert 3
192.243.55. 134 |lhited Sates 147.237.77.17 |mazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 3
88. 135. 42. 66 Iran, |slanmc Republic of |147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 2
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address

|ste |S gnature | Devi ce Action |Count |
84.94. 68. 3 | srael 147.237.77.17 |nazi.idf.il |Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/i gf . aspx B ock 1
192.243.55.136 |lLhited Sates |[147.237.77.17 |mazi.idf.il |Miltiple Whauthorized URL Access from 192. 243. 55. 136 B ock 1
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