04-27-2016-08:05:02 to 04-27-2016-09:05:02

<
v Focused IP Under
Attack Daily Report

1"PT SwNn

www.gov.il

[Top Targets |
7_
6-
5-
44
Nunber
a i
Attacks
2-
1-
0 N
. ‘\&‘
&
Top Tar get
[Top Attackers |
6"
51
4t
3+
Nunber M 81. 218. 65. 210, |srael
a .
Atacks 2 149.78. 167. 66, |srael
1k
0 &\.
&
&
N
R
q.
,»b‘

Top Attackers




04-27-2016-08:05:02 to 04-27-2016-09:05:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
81. 218. 65. 210 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BB.- | srael 6
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
192. 243. 55. 129 Lhited Sates |[147.237.77.17 |mazi.idf.il |Bad TCOP sequence noni t or 12
192. 243. 55. 129 Lhited Sates |[147.237.77.17 |nazi.idf.il |Bad TOP sequence |SYNtACK retransnit with different w ndow scal e noni t or 9
192. 243. 55. 129 Lhited Sates |147.237.77.17 |mazi.idf.il [Bad TCP sequence |lInvalid ACK nunber noni t or 7
192. 243. 55. 129 Lhited Sates |147.237.77.17 |nmazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
192. 243. 55. 129 Lhited Sates |[147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 5
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il [Bad TCP sequence |l nvalid ACK nunber noni t or 2
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nazi.idf.il |[Bad TCP sequence |SYNPAK retransnmit with different w ndow scal e noni t or 2
184.105.139. 124 |lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN- ACK -> RST rej ect 1
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nmazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192. 243. 55. 133 Lhited Sates |147.237.77.17 |nmazi.idf.il [Bad TCP sequence |l nvalid ACK nunber aert 1
176. 228. 88. 93 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 1




04-27-2016-08:05:02 to 04-27-2016-09:05:02

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
149. 78. 167. 66 | srael 147.237.77.17 |nazi.idf.il |Uhaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/i gf . aspx B ock 1
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