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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
81. 218. 65. 210 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BB.- | srael 3
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|Top Attackers In IPS|
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04-27-2016-06:05:05 to 04-27-2016-07:05:05

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
174.37.194. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
174.37.194. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
174.37.194. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
174.37.194. 144 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1




04-27-2016-06:05:05 to 04-27-2016-07:05:05

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |S gnature |Devi ce Action |Count |
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 12
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence [SYNtPAXK retransmt wth different w ndow scal e noni t or 10
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 8
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nmazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 8
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 7
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPAXK retransmit with different w ndow scal e noni t or 7
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 6
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFAK retransmit wth different w ndow scal e noni t or 6
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNPACK retransmit wth different w ndow scal e noni t or 6
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |SYNPAK retransmit wth different w ndow scal e noni t or 6
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 6
192. 243. 55. 138 Lhited Sates |147.237.77.17 |mazi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFAK retransmit wth different w ndow scal e noni t or 5
192. 243. 55. 138 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lInvalid ACK nunber aert 5
192. 243. 55. 135 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 5
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nmazi.idf.il |Bad TCP sequence |SYNPAXK retransmit wth different w ndow scal e noni t or 4
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 4
192. 243. 55. 137 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 134 Lhited Sates |147.237.77.17 |mazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence noni t or 4
192. 243. 55. 137 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 3
192. 243. 55. 131 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 3
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNFPAK retransmit wth different w ndow scal e noni t or 2
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber aert 2
192. 243. 55. 134 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 2
192. 243. 55. 132 Lhited Sates |147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 2
192. 243. 55. 130 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
192. 243. 55. 130 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 1
62.219. 116. 213 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence [lnvalid sequence nunber noni t or 1
192. 243. 55. 136 Lhited Sates |147.237.77.17 |nazi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 1
104. 148. 44. 146 Lhited Sates |147.237.77.17 |nazi.idf.il |[SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
192. 243. 55. 136 Lhited Sates [147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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