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Top Attackers 

192.243.55.136, United States

8.37.70.248, United States

8.37.70.44, United States

192.243.55.134, United States

8.37.70.105, United States

8.37.71.57, United States

8.37.70.104, United States

8.37.71.39, United States

8.37.70.92, United States

8.37.71.33, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

185.3.147.203 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 25

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 12

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 8

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 8

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 7

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 7

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 6

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 6

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 6

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 6

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

192.243.55.134 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 5

192.243.55.138 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 5

192.243.55.129 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 5

192.243.55.133 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 5

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 5

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 4

192.243.55.137 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.133 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

192.243.55.131 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

192.243.55.135 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.132 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 4

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.130 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 4

192.243.55.130 United States 147.237.77.17 mazi.idf.il Bad TCP sequence monitor 4

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 3

192.243.55.137 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 3

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 3

192.243.55.131 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 3

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

192.243.55.129 United States 147.237.77.17 mazi.idf.il Bad TCP sequence SYN+ACK retransmit with different window scale monitor 2

192.243.55.138 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 2

192.243.55.135 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 2

5.22.135.138 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

192.243.55.136 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

192.243.55.132 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

192.243.55.137 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 1

192.243.55.136 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

192.243.55.137 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

192.243.55.137 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

 04-22-2016-12:05:09 to 04-22-2016-13:05:09 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

8.37.71.57
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/607-he/igf.aspx&usg=alkjrhjlxyzjnzzj4kzff8r9p8q8pyy6uw

Block 1

8.37.70.88
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/582-he/igf.aspx&usg=alkjrhhpn6nlajbttp6al9xbqyzv_45pea

Block 1

8.37.70.248
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/120-he/igf.aspx&usg=alkjrhg4ebhku9qvg_5ujd6mcugtkapqfq

Block 1

192.243.55.134
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7713-he Block 1

8.37.70.92
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4028-he/igf.aspx&usg=alkjrhgfq5c7rwjvtvftlrkyb314rfz33g

Block 1

8.37.71.33
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/291-he/igf.aspx&usg=alkjrhjy2iwgkxduc07z2vx1nbw-kyhikw

Block 1

192.243.55.136
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-7712-he Block 1

8.37.70.104
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/3433-he/igf.aspx&usg=alkjrhisirgplcngalrsv70uh9wryd7_sg

Block 1

8.37.71.39
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/450-he/igf.aspx&usg=alkjrhjo4xogbydx_q2je9ol8pa-cawx6w

Block 1

8.37.70.44
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/397-he/igf.aspx&usg=alkjrhj4ntc9kchsdvtakg7tdqmv6_-eug

Block 1

8.37.70.105
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/238-he/igf.aspx&usg=alkjrhi6k-tnzflg3qgzerzaub6bq2ljga

Block 1
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